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“Since 2016, more than 4 out of 5 banks in the U.S., Europe, Gulf Cooperation Council
(GCC) countries, and Asia-Pacific have been targeted by cyber criminals […] The rate
rises to 90% in GCC and 100% in Asia-Pacific countries”

Source: EastNets Cybersecurity & Fraud Report 2019 - https://www.eastnets.com/cyber-security-and-fraud-survey-report

https://www.eastnets.com/cyber-security-and-fraud-survey-report


EastNets Cyber Fraud Whitepaper

• In 2019 EastNets published a year long 

research conducted with more than 200 

financial organizations globally.

• The results are eye opening to challenges 

faced by financial organizations in 

securing SWIFT payment systems.

Source: https://www.eastnets.com/cyber-

security-and-fraud-survey-report

https://www.eastnets.com/cyber-security-and-fraud-survey-report


Security Breaches – a Global Dilemma



CSP Policy



Tackling Security Requirement

• Following a risk based approachRisk Driven

• focusing on proactive measures rather 
than reactiveProactive

• Provides actionable information that 
can drive achievementsActionable



To Simplify …

How we do 
operations?

What would 
an adversary 
do ?

Processes
Is the 
control 
effective?

What are we 
missing?

Technology



Methodology

Identify threats before they 
occur

Detect threats at any stage of 
the kill chain

Provide security professionals 
with actionable data

Automate and orchestrate 
response

Methodology



4 Pillars of a Security Programme

Policies and Procedures

Technology

Personnel

Compliance



Controls to Consider

Beyond 
CSP

Email Security
File Executions

Application

Control

RT Configuration

monitoring

SOAR

Collaboration



Thank You!




