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editorial

 

Sirajuddin Aziz
Editor-in-Chief

p till 2013, the SBP had kept its monetary policy 
tight; since then it has loosened the same by 
reducing the policy rate repeatedly. In doing so, it 
reduced the interest rate by 350 basis points 

between November 2014 and September 2015. In its most 
recent decision, the Regulator cut the policy rate down further 
by 50 basis points to 6 percent – a rate that stands at a 42 year 
low.

 However, the effects of  the loosened monetary stance 
have yet not transpired in the flow of  credit to the private 
sector. The flow of  credit increased by Rs 208.7 billion during 
FY15, compared to Rs 371.4 billion in FY14. This restricted 
flow of  credit can be attributed primarily to dampened 
domestic and international demand, structural bottlenecks, 
low commodity prices and government borrowing from the 
banking system.

 In contrast to FY14, when ample foreign inflows provided 
financing for the fiscal deficit, the government relied heavily 
on the banking system for its financing needs in FY15 when 
foreign inflows dried up. A record borrowing of  Rs. 1,339 
billion was conducted from the scheduled banks, with most of  
the funds being used to retire the SBP’s debt. The expectations 
of  monetary easing and the loosened monetary stance imple-
mented by Regulator further facilitated the government in 
meeting its financing requirements.

 Real lending rates have marked at around 4 percent since 
mid-FY15 due to declining inflation. Hence, while monetary 
conditions appear to have loosened, they still remain tight in 
real terms. However, the credit flow to the private sector is 
expected to pick up in the near future, with the expectation of  
increased productivity heralded by an increase in fixed invest-
ment loans by energy generation and distribution, chemicals 
and services sectors. Credit for long term investment purposes 
was recorded at an increased Rs. 126.9 billion in FY15 as 
opposed to Rs. 71.4 billion in FY14.

 To be noted is the fact that excluding the exceptional credit 
demand in FY14, and when comparing with the average of  the 
past 3 years’ credit uptake of  Rs113 billion, the credit directed 
to the private sector in FY15 does not seem to be on an actual 
declining trend.

 As per projections, a lagged impact of  the eased monetary 
stance of  FY15 will be witnessed in the upcoming credit 
cycle of  the first half  of  FY16. Higher credit utilization in 
construction and real estate sectors depict that going 

forward in 2016, these sectors are likely to exhibit increased 
productivity and credit demand. Agriculture credit, too, is 
expected to grow broadly as per its stable trend while the 
outlook in the textile sector remains lackluster due to the 
projections of  low cotton prices in the medium term. The 
energy sector also holds promise depending on the early 
actualization of  energy projects under China Pakistan 
Economic Corridor (CPEC).

 Bolstered investor confidence as a result of  positive IMF 
reviews, political stability, improved law and order situation 
and the prospects offered by the CPEC are further strengthen-
ing the expectations of  an impending increase in flow of  
private sector credit.
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he �nancial crisis of 2007-2009 
and ongoing sovereign debt crisis 
in Europe has created a lot of 
questions and provided some key 

lessons. Some of the contributing factors 
for the crisis included:

•

•

•

 In US, the share of total corporate 
profits generated in the financial sector 
grew from 10% in the early 1980s to 40% 
in 2006. These earnings are transaction 
costs for the productive sector. 

 Financial institutions that were just 
supposed to be playing a supportive role 
to the productive economy got much 
bigger and unregulated through shadow 
banking practices. Nevertheless, financial 
intermediation has a useful function to 
efficiently match savers and investors. 

A new paradigm is needed that can:

•

•

•

•

 The two most important problems 
identified in a post-financial crisis look 
back are perverse incentives and 
de-linking of financial sector growth and 
activities with the real sector of the 
economy.  Islamic finance principles by 
basing all financial products with real 
assets fill the gap and this feature alone is a 
very important risk management tool 
inbuilt into the system. The Islamic 
finance industry has demonstrated its 
potential with steady 15-20% growth 
during the last two decades.

 During the last decade and half, the 
Islamic financial industry has seen 
tremendous growth even when the 
conventional financial institutions went 
into a deep crisis. Not only Muslim major-

ity countries but non-Muslim majority 
countries are also taking interest in using 
Islamic finance instruments to finance 
government projects. In recent years, UK, 
Luxembourg and Hong Kong have issued 
Shari’ah compliant securities.

 Islamic law allows sale and lease of real 
assets and the resulting income in the 
form of profit on sale or rental income 
stream on lease of assets. Holders of 
Sukuk share in the lease or profit income 
generated from the ownership of real 
assets that the Sukuk certificate 
represents.

 Sukuk is a useful device to access funds 
on long term basis for the purchase of 
lumpy assets. By way of issuing Sukuk, the 
issuer gets required amount of funds 
externally from a wide range of investors 
who are looking for stable income source. 
Sukuk is a standardized instrument in 
Islamic finance that can provide stable 
income stream for a long term. The stand-
ardized nature of the instrument and the 
listing at the exchange provides liquidity 
in the instrument that is a useful attribute 
for investors looking to restructure their 
portfolios in changing scenarios. 

 For firms, Sukuk based financing is 
often the only alternative for long term 
and large amount of financing require-
ments since the banks have a short term 
maturity of deposit liabilities and cannot 
place large amount of funds for too long. 
Moreover, small Islamic banks are 
sometimes hampered by prudential 
regulations issued by central banks to 
restrict huge exposure to a single client. 
Hence, in such cases, Sukuk turns out to 
be a very useful instrument for syndicate 
financing.  

 Sukuk issuance globally reached $117 
billion in 2013 from a total of 811 issues, of 
which 175 were based on the Ijarah 
structure. A typical Ijarah Sukuk would 
work like this. For instance, if a manufac-
turer requires industrial equipment, it will 
issue Sukuk that can be purchased by 
institutional and/or retail investors. From 
the proceeds of Sukuk, the industrial 
equipment is purchased and is leased to the 
manufacturer. During the period of lease, 
the manufacturer will pay rents and that 
will generate income stream for the Sukuk 
holders who had invested in Sukuk. After 
the lease period is over, the manufacturer 
will purchase the asset in a separate contract 

and this will enable the Sukuk holders to be 
able to redeem their investment.  
 
 Sukuk could turn out to be an instru-
ment of choice after the current financial 
crisis. Not only Muslim countries but 
non-Muslim majority countries are also 
taking interest in it. UK treasury issued a 
Sukuk worth £200 million. It became the 
first sovereign state outside the Muslim 
world to issue an Islamic bond. Further-
more, Hong Kong and Luxembourg also 
issued Sukuk recently. 

 Globally, Malaysia remains the leader 
in the international Sukuk market. 
Among other regional countries, Indone-
sia in last few years has issued three 
sovereign Sukuk of $1 billion to $1.5 
billion each. Turkish issuers including the 
government have also issued Sukuk worth 
$4 billion internationally.

 In Pakistan, 78 Sukuk have been issued 
so far for an amount of $6.7 billion. Out of 
the total 78 issued, 32 Sukuk for an 
amount of $1.1 billion had been fully 
redeemed. Government of Pakistan had 
issued Ijarah Sukuk on numerous occasions 
in the past to meet its escalating borrowing 
requirements. Government sector compa-
nies like Water & Power Development 
Authority (WAPDA) and Sui Southern 
Gas Company Limited (SSGC) have also 
issued Sukuk in past. Karachi Shipyard 
issued an Ijarah Sukuk in 2007.

 Sukuk are debt instruments, which 
must be backed by a particular asset – this 
means that they are ideally suited to serve 
large-scale project financing needs.  By 
issuing sovereign Sukuk to scale up 
infrastructure investment, the govern-
ments can attract foreign direct invest-
ment by improving their public 
infrastructure. Projects to build toll ways, 
railways or even schools and hospitals, 
which generate revenues from tangible 
assets, are consistent with the Islamic 
finance rules of creating economic value 
and so are particularly appropriate for 
Sukuk financing.

Some of the potential projects that can be 
financed using Sukuk include:

•

•

Low cost public transportation

Solar parks
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•

•

•

•

 In most developing countries, the 
governments pay more than 50% of their tax 
revenues in servicing debt and spend very 
little in development. Often, these govern-
ments trim development spending to cover 
other non-discretionary current expendi-
tures. Islamic banks can finance the govern-
ments for the purchase of infrastructure that 
can be used in development projects. These 
Sukuk can deepen Islamic money market 
and provide more investment alternatives to 
Islamic banks’ treasuries.

Challenges for Growth of Sukuk in 
Development Finance

Currently, differences of opinions among 
Shari’ah scholars can occur even within a 
single jurisdiction. Some years back, a 
respected scholar Mufti Taqi Usmani 
commented that as much as 80% of the 
Sukuk issued globally does not fulfill 
Shari’ah compliance criteria. There is a 
need for standardization and issuance of 
more commonly accepted structures like 
Ijarah, Istisna and Musharakah which will 
be more conducive and have less reputa-
tional risk. Many Sukuk also involve 
multiple transfers of an asset, which can 
make underlying assets subject to repeated 
instances of taxation. 

 Debt financing of infrastructure 
projects would be an entirely new and 
unfamiliar asset class for most capital 
market investors. As a result, intermediar-
ies will need to engage in considerable 
marketing efforts to generate interest 
among capital market investors in 
infrastructure. 

 The current low oil price may change 
the servicing capacity of the oil-rich govern-
ments and change their respective Sukuk 
ratings. Geopolitical crisis may also affect 
ratings of sovereign Sukuk. MYR in which 
most Sukuk are denominated has under-
gone steep depreciation. This increases the 
currency risk and hence premium on MYR 
denominated Sukuk if the trend persists. 
One of the solutions could be multi-cur-
rency Sukuk, but it comes at a higher cost 
of incomplete hedging.

 The small secondary market for green 
bonds and the buy-and-hold nature of 
regional investors suggests that when the 
green Sukuk market does develop, it may 
suffer from liquidity constraints. All 
sovereign Sukuk issued are for infrastruc-
tural assets but are not necessarily used for 
infrastructure projects. For any investor 
who wants to ensure that the funds raised 
for the infrastructure projects are actually 
used for such projects, it is important that 
an appropriate structure is used for the 
chosen Sukuk.  Musharakah based Sukuk 
and those based on the principle of Istisna 
may in fact ensure that the investors have 
real exposure to the underlying infrastruc-
ture project.

What Lies Ahead for Sukuk Market?

Going forward, more Sukuk issuance can 
increase the investment choices for Islam-
ic banks and also enable them to have a 
wider market of firms looking for expan-
sionary investment in long term fixed 
assets. Sovereign Ijarah Sukuk issued by 
the governments have been structured in 
such a way that it allows the government 
to mobilize funds. 

 The Sukuk holders are also able to earn 
Shari’ah compliant income. It also facilitates 
Islamic banks to manage their liquidity as 
well as meet statutory liquidity requirement 
stipulated by the central banks. Through 
issuance of more Sukuk, the investment 
class assets universe will expand. This will 
enable the Islamic-conscious individual and 
institutional investors to effectively diversi-
fy their portfolios. Treasuries of Islamic 
banks will also have an expanded set of 
investment avenues. 

 It will increase the liquidity of these 
Sukuk and generate wider interest among 
all investors in the economy to consider 
investing in these investment vehicles.  
Islamic banks face liquidity risk in 
countries where Commodity Murabaha is 
not practiced. The surplus liquidity can 
be used by the governments by issuing 
sovereign Sukuk. This will enable the 

government to avoid crowding out by 
using excess liquidity available with banks. 

 In some jurisdictions, there are fiscal 
responsibility acts to contain public debt. 
For instance, in Pakistan, the fiscal 
responsibility act sets a limit of 60%. Such 
limits shall be revised to accommodate 
real asset backed infrastructure financing 
from Sukuk.  

 ADB is increasing its efforts to assist 
member countries to use Islamic finance 
in areas such as infrastructure financing, 
ranging from technical assistance to 
providing credit guarantees. Recently, the 
G20 group of nations' decision to examine 
the use of Sukuk to finance infrastructure 
investment could eventually spur a big 
increase in the size of the market.

 However, more needs to be done on 
the regulatory framework and to engage 
Development Finance Institutions (DFIs) 
to promote Sukuk based development 
finance in place of conventional fixed 
term loans. It can be explored to have 
DFIs acting as servicing agents and 
guarantors for infrastructure projects to 
establish trust and confidence of 
investors. Long term Sukuk can be issued 
to establish socially important institutions 
like microfinance to provide seed capital 
for establishing these institutions on the 
basis of Musharakah Mutanaqisa.

 Convertible Sukuk can also be offered 
to provide seed capital for socially condu-
cive projects and then repackaged as 
equity once these projects mature and 
become less risky. It is estimated that 
energy deficit eats up 1% to 2% of poten-
tial GDP in countries like Pakistan, India 
and Afghanistan. Hence, Sukuk in energy 
infrastructure can enable the Islamic 
financial institutions to contribute direct-
ly in economic growth and sustainable 
development. Likewise, there is abundant 
potential to help finance health and 
education infrastructure to create 
immense improvement in human capital.

he �nancial crisis of 2007-2009 
and ongoing sovereign debt crisis 
in Europe has created a lot of 
questions and provided some key 

lessons. Some of the contributing factors 
for the crisis included:

•

•

•

 In US, the share of total corporate 
profits generated in the financial sector 
grew from 10% in the early 1980s to 40% 
in 2006. These earnings are transaction 
costs for the productive sector. 

 Financial institutions that were just 
supposed to be playing a supportive role 
to the productive economy got much 
bigger and unregulated through shadow 
banking practices. Nevertheless, financial 
intermediation has a useful function to 
efficiently match savers and investors. 

A new paradigm is needed that can:

•

•

•

•

 The two most important problems 
identified in a post-financial crisis look 
back are perverse incentives and de-link-
ing of financial sector growth and activi-
ties with the real sector of the economy.  
Islamic finance principles by basing all 
financial products with real assets fill the 
gap and this feature alone is a very impor-
tant risk management tool inbuilt into the 
system. The Islamic finance industry has 
demonstrated its potential with steady 
15-20% growth during the last two 
decades.

 During the last decade and half, the 
Islamic financial industry has seen 
tremendous growth even when the 
conventional financial institutions went 
into a deep crisis. Not only Muslim major-

ity countries but non-Muslim majority 
countries are also taking interest in using 
Islamic finance instruments to finance 
government projects. In recent years, UK, 
Luxembourg and Hong Kong have issued 
Shari’ah compliant securities.

 Islamic law allows sale and lease of real 
assets and the resulting income in the 
form of profit on sale or rental income 
stream on lease of assets. Holders of 
Sukuk share in the lease or profit income 
generated from the ownership of real 
assets that the Sukuk certificate 
represents.

 Sukuk is a useful device to access funds 
on long term basis for the purchase of 
lumpy assets. By way of issuing Sukuk, the 
issuer gets required amount of funds 
externally from a wide range of investors 
who are looking for stable income source. 
Sukuk is a standardized instrument in 
Islamic finance that can provide stable 
income stream for a long term. The stand-
ardized nature of the instrument and the 
listing at the exchange provides liquidity 
in the instrument that is a useful attribute 
for investors looking to restructure their 
portfolios in changing scenarios. 

 For firms, Sukuk based financing is 
often the only alternative for long term 
and large amount of financing require-
ments since the banks have a short term 
maturity of deposit liabilities and cannot 
place large amount of funds for too long. 
Moreover, small Islamic banks are 
sometimes hampered by prudential 
regulations issued by central banks to 
restrict huge exposure to a single client. 
Hence, in such cases, Sukuk turns out to 
be a very useful instrument for syndicate 
financing.  

 Sukuk issuance globally reached $117 
billion in 2013 from a total of 811 issues, of 
which 175 were based on the Ijarah 
structure. A typical Ijarah Sukuk would 
work like this. For instance, if a manufac-
turer requires industrial equipment, it will 
issue Sukuk that can be purchased by 
institutional and/or retail investors. From 
the proceeds of Sukuk, the industrial 
equipment is purchased and is leased to the 
manufacturer. During the period of lease, 
the manufacturer will pay rents and that 
will generate income stream for the Sukuk 
holders who had invested in Sukuk. After 
the lease period is over, the manufacturer 
will purchase the asset in a separate contract 

and this will enable the Sukuk holders to be 
able to redeem their investment.  
 
 Sukuk could turn out to be an instru-
ment of choice after the current financial 
crisis. Not only Muslim countries but 
non-Muslim majority countries are also 
taking interest in it. UK treasury issued a 
Sukuk worth £200 million. It became the 
first sovereign state outside the Muslim 
world to issue an Islamic bond. Further-
more, Hong Kong and Luxembourg also 
issued Sukuk recently. 

 Globally, Malaysia remains the leader 
in the international Sukuk market. 
Among other regional countries, Indone-
sia in last few years has issued three 
sovereign Sukuk of $1 billion to $1.5 
billion each. Turkish issuers including the 
government have also issued Sukuk worth 
$4 billion internationally.

 In Pakistan, 78 Sukuk have been issued 
so far for an amount of $6.7 billion. Out of 
the total 78 issued, 32 Sukuk for an 
amount of $1.1 billion had been fully 
redeemed. Government of Pakistan had 
issued Ijarah Sukuk on numerous occasions 
in the past to meet its escalating borrowing 
requirements. Government sector compa-
nies like Water & Power Development 
Authority (WAPDA) and Sui Southern 
Gas Company Limited (SSGC) have also 
issued Sukuk in past. Karachi Shipyard 
issued an Ijarah Sukuk in 2007.

 Sukuk are debt instruments, which 
must be backed by a particular asset – this 
means that they are ideally suited to serve 
large-scale project financing needs.  By 
issuing sovereign Sukuk to scale up 
infrastructure investment, the govern-
ments can attract foreign direct invest-
ment by improving their public 
infrastructure. Projects to build toll ways, 
railways or even schools and hospitals, 
which generate revenues from tangible 
assets, are consistent with the Islamic 
finance rules of creating economic value 
and so are particularly appropriate for 
Sukuk financing.

Some of the potential projects that can be 
financed using Sukuk include:

•

•

Massive levels of debt

Consumption beyond means

Speedy �nancial innovation with lax 
regulations 

Put the focus back on productive 
enterprise

Bring economic recovery with job 
creation

Limit and regulate speculative 
�nancial instruments

Improve corporate governance by 
in�uencing the incentives

Low cost public transportation

Solar parks
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•

•

•

•

 In most developing countries, the 
governments pay more than 50% of their tax 
revenues in servicing debt and spend very 
little in development. Often, these govern-
ments trim development spending to cover 
other non-discretionary current expendi-
tures. Islamic banks can finance the govern-
ments for the purchase of infrastructure that 
can be used in development projects. These 
Sukuk can deepen Islamic money market 
and provide more investment alternatives to 
Islamic banks’ treasuries.

Challenges for Growth of Sukuk in 
Development Finance

Currently, differences of opinions among 
Shari’ah scholars can occur even within a 
single jurisdiction. Some years back, a 
respected scholar Mufti Taqi Usmani 
commented that as much as 80% of the 
Sukuk issued globally does not fulfill 
Shari’ah compliance criteria. There is a 
need for standardization and issuance of 
more commonly accepted structures like 
Ijarah, Istisna and Musharakah which will 
be more conducive and have less reputa-
tional risk. Many Sukuk also involve 
multiple transfers of an asset, which can 
make underlying assets subject to repeated 
instances of taxation. 

 Debt financing of infrastructure 
projects would be an entirely new and 
unfamiliar asset class for most capital 
market investors. As a result, intermediar-
ies will need to engage in considerable 
marketing efforts to generate interest 
among capital market investors in 
infrastructure. 

 The current low oil price may change 
the servicing capacity of the oil-rich govern-
ments and change their respective Sukuk 
ratings. Geopolitical crisis may also affect 
ratings of sovereign Sukuk. MYR in which 
most Sukuk are denominated has under-
gone steep depreciation. This increases the 
currency risk and hence premium on MYR 
denominated Sukuk if the trend persists. 
One of the solutions could be multi-cur-
rency Sukuk, but it comes at a higher cost 
of incomplete hedging.

 The small secondary market for green 
bonds and the buy-and-hold nature of 
regional investors suggests that when the 
green Sukuk market does develop, it may 
suffer from liquidity constraints. All 
sovereign Sukuk issued are for infrastruc-
tural assets but are not necessarily used for 
infrastructure projects. For any investor 
who wants to ensure that the funds raised 
for the infrastructure projects are actually 
used for such projects, it is important that 
an appropriate structure is used for the 
chosen Sukuk.  Musharakah based Sukuk 
and those based on the principle of Istisna 
may in fact ensure that the investors have 
real exposure to the underlying infrastruc-
ture project.

What Lies Ahead for Sukuk Market?

Going forward, more Sukuk issuance can 
increase the investment choices for Islam-
ic banks and also enable them to have a 
wider market of firms looking for expan-
sionary investment in long term fixed 
assets. Sovereign Ijarah Sukuk issued by 
the governments have been structured in 
such a way that it allows the government 
to mobilize funds. 

 The Sukuk holders are also able to earn 
Shari’ah compliant income. It also facilitates 
Islamic banks to manage their liquidity as 
well as meet statutory liquidity requirement 
stipulated by the central banks. Through 
issuance of more Sukuk, the investment 
class assets universe will expand. This will 
enable the Islamic-conscious individual and 
institutional investors to effectively diversi-
fy their portfolios. Treasuries of Islamic 
banks will also have an expanded set of 
investment avenues. 

 It will increase the liquidity of these 
Sukuk and generate wider interest among 
all investors in the economy to consider 
investing in these investment vehicles.  
Islamic banks face liquidity risk in 
countries where Commodity Murabaha is 
not practiced. The surplus liquidity can 
be used by the governments by issuing 
sovereign Sukuk. This will enable the 

government to avoid crowding out by 
using excess liquidity available with banks. 

 In some jurisdictions, there are fiscal 
responsibility acts to contain public debt. 
For instance, in Pakistan, the fiscal 
responsibility act sets a limit of 60%. Such 
limits shall be revised to accommodate 
real asset backed infrastructure financing 
from Sukuk.  

 ADB is increasing its efforts to assist 
member countries to use Islamic finance 
in areas such as infrastructure financing, 
ranging from technical assistance to 
providing credit guarantees. Recently, the 
G20 group of nations' decision to examine 
the use of Sukuk to finance infrastructure 
investment could eventually spur a big 
increase in the size of the market.

 However, more needs to be done on 
the regulatory framework and to engage 
Development Finance Institutions (DFIs) 
to promote Sukuk based development 
finance in place of conventional fixed 
term loans. It can be explored to have 
DFIs acting as servicing agents and 
guarantors for infrastructure projects to 
establish trust and confidence of 
investors. Long term Sukuk can be issued 
to establish socially important institutions 
like microfinance to provide seed capital 
for establishing these institutions on the 
basis of Musharakah Mutanaqisa.

 Convertible Sukuk can also be offered 
to provide seed capital for socially condu-
cive projects and then repackaged as 
equity once these projects mature and 
become less risky. It is estimated that 
energy deficit eats up 1% to 2% of poten-
tial GDP in countries like Pakistan, India 
and Afghanistan. Hence, Sukuk in energy 
infrastructure can enable the Islamic 
financial institutions to contribute direct-
ly in economic growth and sustainable 
development. Likewise, there is abundant 
potential to help finance health and 
education infrastructure to create 
immense improvement in human capital.

he �nancial crisis of 2007-2009 
and ongoing sovereign debt crisis 
in Europe has created a lot of 
questions and provided some key 

lessons. Some of the contributing factors 
for the crisis included:

•

•

•

 In US, the share of total corporate 
profits generated in the financial sector 
grew from 10% in the early 1980s to 40% 
in 2006. These earnings are transaction 
costs for the productive sector. 

 Financial institutions that were just 
supposed to be playing a supportive role 
to the productive economy got much 
bigger and unregulated through shadow 
banking practices. Nevertheless, financial 
intermediation has a useful function to 
efficiently match savers and investors. 

A new paradigm is needed that can:

•

•

•

•

 The two most important problems 
identified in a post-financial crisis look 
back are perverse incentives and de-link-
ing of financial sector growth and activi-
ties with the real sector of the economy.  
Islamic finance principles by basing all 
financial products with real assets fill the 
gap and this feature alone is a very impor-
tant risk management tool inbuilt into the 
system. The Islamic finance industry has 
demonstrated its potential with steady 
15-20% growth during the last two 
decades.

 During the last decade and half, the 
Islamic financial industry has seen 
tremendous growth even when the 
conventional financial institutions went 
into a deep crisis. Not only Muslim major-

ity countries but non-Muslim majority 
countries are also taking interest in using 
Islamic finance instruments to finance 
government projects. In recent years, UK, 
Luxembourg and Hong Kong have issued 
Shari’ah compliant securities.

 Islamic law allows sale and lease of real 
assets and the resulting income in the 
form of profit on sale or rental income 
stream on lease of assets. Holders of 
Sukuk share in the lease or profit income 
generated from the ownership of real 
assets that the Sukuk certificate 
represents.

 Sukuk is a useful device to access funds 
on long term basis for the purchase of 
lumpy assets. By way of issuing Sukuk, the 
issuer gets required amount of funds 
externally from a wide range of investors 
who are looking for stable income source. 
Sukuk is a standardized instrument in 
Islamic finance that can provide stable 
income stream for a long term. The stand-
ardized nature of the instrument and the 
listing at the exchange provides liquidity 
in the instrument that is a useful attribute 
for investors looking to restructure their 
portfolios in changing scenarios. 

 For firms, Sukuk based financing is 
often the only alternative for long term 
and large amount of financing require-
ments since the banks have a short term 
maturity of deposit liabilities and cannot 
place large amount of funds for too long. 
Moreover, small Islamic banks are 
sometimes hampered by prudential 
regulations issued by central banks to 
restrict huge exposure to a single client. 
Hence, in such cases, Sukuk turns out to 
be a very useful instrument for syndicate 
financing.  

 Sukuk issuance globally reached $117 
billion in 2013 from a total of 811 issues, of 
which 175 were based on the Ijarah 
structure. A typical Ijarah Sukuk would 
work like this. For instance, if a manufac-
turer requires industrial equipment, it will 
issue Sukuk that can be purchased by 
institutional and/or retail investors. From 
the proceeds of Sukuk, the industrial 
equipment is purchased and is leased to the 
manufacturer. During the period of lease, 
the manufacturer will pay rents and that 
will generate income stream for the Sukuk 
holders who had invested in Sukuk. After 
the lease period is over, the manufacturer 
will purchase the asset in a separate contract 

and this will enable the Sukuk holders to be 
able to redeem their investment.  
 
 Sukuk could turn out to be an instru-
ment of choice after the current financial 
crisis. Not only Muslim countries but 
non-Muslim majority countries are also 
taking interest in it. UK treasury issued a 
Sukuk worth £200 million. It became the 
first sovereign state outside the Muslim 
world to issue an Islamic bond. Further-
more, Hong Kong and Luxembourg also 
issued Sukuk recently. 

 Globally, Malaysia remains the leader 
in the international Sukuk market. 
Among other regional countries, Indone-
sia in last few years has issued three 
sovereign Sukuk of $1 billion to $1.5 
billion each. Turkish issuers including the 
government have also issued Sukuk worth 
$4 billion internationally.

 In Pakistan, 78 Sukuk have been issued 
so far for an amount of $6.7 billion. Out of 
the total 78 issued, 32 Sukuk for an 
amount of $1.1 billion had been fully 
redeemed. Government of Pakistan had 
issued Ijarah Sukuk on numerous occasions 
in the past to meet its escalating borrowing 
requirements. Government sector compa-
nies like Water & Power Development 
Authority (WAPDA) and Sui Southern 
Gas Company Limited (SSGC) have also 
issued Sukuk in past. Karachi Shipyard 
issued an Ijarah Sukuk in 2007.

 Sukuk are debt instruments, which 
must be backed by a particular asset – this 
means that they are ideally suited to serve 
large-scale project financing needs.  By 
issuing sovereign Sukuk to scale up 
infrastructure investment, the govern-
ments can attract foreign direct invest-
ment by improving their public 
infrastructure. Projects to build toll ways, 
railways or even schools and hospitals, 
which generate revenues from tangible 
assets, are consistent with the Islamic 
finance rules of creating economic value 
and so are particularly appropriate for 
Sukuk financing.

Some of the potential projects that can be 
financed using Sukuk include:

•

•



•

•

•

•

 In most developing countries, the 
governments pay more than 50% of their tax 
revenues in servicing debt and spend very 
little in development. Often, these govern-
ments trim development spending to cover 
other non-discretionary current expendi-
tures. Islamic banks can finance the govern-
ments for the purchase of infrastructure that 
can be used in development projects. These 
Sukuk can deepen Islamic money market 
and provide more investment alternatives to 
Islamic banks’ treasuries.

Challenges for Growth of Sukuk in 
Development Finance

Currently, differences of opinions among 
Shari’ah scholars can occur even within a 
single jurisdiction. Some years back, a 
respected scholar Mufti Taqi Usmani 
commented that as much as 80% of the 
Sukuk issued globally does not fulfill 
Shari’ah compliance criteria. There is a 
need for standardization and issuance of 
more commonly accepted structures like 
Ijarah, Istisna and Musharakah which will 
be more conducive and have less reputa-
tional risk. Many Sukuk also involve 
multiple transfers of an asset, which can 
make underlying assets subject to repeated 
instances of taxation. 

 Debt financing of infrastructure 
projects would be an entirely new and 
unfamiliar asset class for most capital 
market investors. As a result, intermediar-
ies will need to engage in considerable 
marketing efforts to generate interest 
among capital market investors in 
infrastructure. 

 The current low oil price may change 
the servicing capacity of the oil-rich govern-
ments and change their respective Sukuk 
ratings. Geopolitical crisis may also affect 
ratings of sovereign Sukuk. MYR in which 
most Sukuk are denominated has under-
gone steep depreciation. This increases the 
currency risk and hence premium on MYR 
denominated Sukuk if the trend persists. 
One of the solutions could be multi-cur-
rency Sukuk, but it comes at a higher cost 
of incomplete hedging.

 The small secondary market for green 
bonds and the buy-and-hold nature of 
regional investors suggests that when the 
green Sukuk market does develop, it may 
suffer from liquidity constraints. All 
sovereign Sukuk issued are for infrastruc-
tural assets but are not necessarily used for 
infrastructure projects. For any investor 
who wants to ensure that the funds raised 
for the infrastructure projects are actually 
used for such projects, it is important that 
an appropriate structure is used for the 
chosen Sukuk.  Musharakah based Sukuk 
and those based on the principle of Istisna 
may in fact ensure that the investors have 
real exposure to the underlying infrastruc-
ture project.

What Lies Ahead for Sukuk Market?

Going forward, more Sukuk issuance can 
increase the investment choices for Islam-
ic banks and also enable them to have a 
wider market of firms looking for expan-
sionary investment in long term fixed 
assets. Sovereign Ijarah Sukuk issued by 
the governments have been structured in 
such a way that it allows the government 
to mobilize funds. 

 The Sukuk holders are also able to earn 
Shari’ah compliant income. It also facilitates 
Islamic banks to manage their liquidity as 
well as meet statutory liquidity requirement 
stipulated by the central banks. Through 
issuance of more Sukuk, the investment 
class assets universe will expand. This will 
enable the Islamic-conscious individual and 
institutional investors to effectively diversi-
fy their portfolios. Treasuries of Islamic 
banks will also have an expanded set of 
investment avenues. 

 It will increase the liquidity of these 
Sukuk and generate wider interest among 
all investors in the economy to consider 
investing in these investment vehicles.  
Islamic banks face liquidity risk in 
countries where Commodity Murabaha is 
not practiced. The surplus liquidity can 
be used by the governments by issuing 
sovereign Sukuk. This will enable the 

government to avoid crowding out by 
using excess liquidity available with banks. 

 In some jurisdictions, there are fiscal 
responsibility acts to contain public debt. 
For instance, in Pakistan, the fiscal 
responsibility act sets a limit of 60%. Such 
limits shall be revised to accommodate 
real asset backed infrastructure financing 
from Sukuk.  

 ADB is increasing its efforts to assist 
member countries to use Islamic finance 
in areas such as infrastructure financing, 
ranging from technical assistance to 
providing credit guarantees. Recently, the 
G20 group of nations' decision to examine 
the use of Sukuk to finance infrastructure 
investment could eventually spur a big 
increase in the size of the market.

 However, more needs to be done on 
the regulatory framework and to engage 
Development Finance Institutions (DFIs) 
to promote Sukuk based development 
finance in place of conventional fixed 
term loans. It can be explored to have 
DFIs acting as servicing agents and 
guarantors for infrastructure projects to 
establish trust and confidence of 
investors. Long term Sukuk can be issued 
to establish socially important institutions 
like microfinance to provide seed capital 
for establishing these institutions on the 
basis of Musharakah Mutanaqisa.

 Convertible Sukuk can also be offered 
to provide seed capital for socially condu-
cive projects and then repackaged as 
equity once these projects mature and 
become less risky. It is estimated that 
energy deficit eats up 1% to 2% of poten-
tial GDP in countries like Pakistan, India 
and Afghanistan. Hence, Sukuk in energy 
infrastructure can enable the Islamic 
financial institutions to contribute direct-
ly in economic growth and sustainable 
development. Likewise, there is abundant 
potential to help finance health and 
education infrastructure to create 
immense improvement in human capital.
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in Europe has created a lot of 
questions and provided some key 
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for the crisis included:
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 In US, the share of total corporate 
profits generated in the financial sector 
grew from 10% in the early 1980s to 40% 
in 2006. These earnings are transaction 
costs for the productive sector. 

 Financial institutions that were just 
supposed to be playing a supportive role 
to the productive economy got much 
bigger and unregulated through shadow 
banking practices. Nevertheless, financial 
intermediation has a useful function to 
efficiently match savers and investors. 

A new paradigm is needed that can:
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 The two most important problems 
identified in a post-financial crisis look 
back are perverse incentives and de-link-
ing of financial sector growth and activi-
ties with the real sector of the economy.  
Islamic finance principles by basing all 
financial products with real assets fill the 
gap and this feature alone is a very impor-
tant risk management tool inbuilt into the 
system. The Islamic finance industry has 
demonstrated its potential with steady 
15-20% growth during the last two 
decades.

 During the last decade and half, the 
Islamic financial industry has seen 
tremendous growth even when the 
conventional financial institutions went 
into a deep crisis. Not only Muslim major-

ity countries but non-Muslim majority 
countries are also taking interest in using 
Islamic finance instruments to finance 
government projects. In recent years, UK, 
Luxembourg and Hong Kong have issued 
Shari’ah compliant securities.

 Islamic law allows sale and lease of real 
assets and the resulting income in the 
form of profit on sale or rental income 
stream on lease of assets. Holders of 
Sukuk share in the lease or profit income 
generated from the ownership of real 
assets that the Sukuk certificate 
represents.

 Sukuk is a useful device to access funds 
on long term basis for the purchase of 
lumpy assets. By way of issuing Sukuk, the 
issuer gets required amount of funds 
externally from a wide range of investors 
who are looking for stable income source. 
Sukuk is a standardized instrument in 
Islamic finance that can provide stable 
income stream for a long term. The stand-
ardized nature of the instrument and the 
listing at the exchange provides liquidity 
in the instrument that is a useful attribute 
for investors looking to restructure their 
portfolios in changing scenarios. 

 For firms, Sukuk based financing is 
often the only alternative for long term 
and large amount of financing require-
ments since the banks have a short term 
maturity of deposit liabilities and cannot 
place large amount of funds for too long. 
Moreover, small Islamic banks are 
sometimes hampered by prudential 
regulations issued by central banks to 
restrict huge exposure to a single client. 
Hence, in such cases, Sukuk turns out to 
be a very useful instrument for syndicate 
financing.  

 Sukuk issuance globally reached $117 
billion in 2013 from a total of 811 issues, of 
which 175 were based on the Ijarah 
structure. A typical Ijarah Sukuk would 
work like this. For instance, if a manufac-
turer requires industrial equipment, it will 
issue Sukuk that can be purchased by 
institutional and/or retail investors. From 
the proceeds of Sukuk, the industrial 
equipment is purchased and is leased to the 
manufacturer. During the period of lease, 
the manufacturer will pay rents and that 
will generate income stream for the Sukuk 
holders who had invested in Sukuk. After 
the lease period is over, the manufacturer 
will purchase the asset in a separate contract 

and this will enable the Sukuk holders to be 
able to redeem their investment.  
 
 Sukuk could turn out to be an instru-
ment of choice after the current financial 
crisis. Not only Muslim countries but 
non-Muslim majority countries are also 
taking interest in it. UK treasury issued a 
Sukuk worth £200 million. It became the 
first sovereign state outside the Muslim 
world to issue an Islamic bond. Further-
more, Hong Kong and Luxembourg also 
issued Sukuk recently. 

 Globally, Malaysia remains the leader 
in the international Sukuk market. 
Among other regional countries, Indone-
sia in last few years has issued three 
sovereign Sukuk of $1 billion to $1.5 
billion each. Turkish issuers including the 
government have also issued Sukuk worth 
$4 billion internationally.

 In Pakistan, 78 Sukuk have been issued 
so far for an amount of $6.7 billion. Out of 
the total 78 issued, 32 Sukuk for an 
amount of $1.1 billion had been fully 
redeemed. Government of Pakistan had 
issued Ijarah Sukuk on numerous occasions 
in the past to meet its escalating borrowing 
requirements. Government sector compa-
nies like Water & Power Development 
Authority (WAPDA) and Sui Southern 
Gas Company Limited (SSGC) have also 
issued Sukuk in past. Karachi Shipyard 
issued an Ijarah Sukuk in 2007.

 Sukuk are debt instruments, which 
must be backed by a particular asset – this 
means that they are ideally suited to serve 
large-scale project financing needs.  By 
issuing sovereign Sukuk to scale up 
infrastructure investment, the govern-
ments can attract foreign direct invest-
ment by improving their public 
infrastructure. Projects to build toll ways, 
railways or even schools and hospitals, 
which generate revenues from tangible 
assets, are consistent with the Islamic 
finance rules of creating economic value 
and so are particularly appropriate for 
Sukuk financing.

Some of the potential projects that can be 
financed using Sukuk include:
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 In most developing countries, the 
governments pay more than 50% of their tax 
revenues in servicing debt and spend very 
little in development. Often, these govern-
ments trim development spending to cover 
other non-discretionary current expendi-
tures. Islamic banks can finance the govern-
ments for the purchase of infrastructure that 
can be used in development projects. These 
Sukuk can deepen Islamic money market 
and provide more investment alternatives to 
Islamic banks’ treasuries.

Challenges for Growth of Sukuk in 
Development Finance

Currently, differences of opinions among 
Shari’ah scholars can occur even within a 
single jurisdiction. Some years back, a 
respected scholar Mufti Taqi Usmani 
commented that as much as 80% of the 
Sukuk issued globally does not fulfill 
Shari’ah compliance criteria. There is a 
need for standardization and issuance of 
more commonly accepted structures like 
Ijarah, Istisna and Musharakah which will 
be more conducive and have less reputa-
tional risk. Many Sukuk also involve 
multiple transfers of an asset, which can 
make underlying assets subject to repeated 
instances of taxation. 

 Debt financing of infrastructure 
projects would be an entirely new and 
unfamiliar asset class for most capital 
market investors. As a result, intermediar-
ies will need to engage in considerable 
marketing efforts to generate interest 
among capital market investors in 
infrastructure. 

 The current low oil price may change 
the servicing capacity of the oil-rich govern-
ments and change their respective Sukuk 
ratings. Geopolitical crisis may also affect 
ratings of sovereign Sukuk. MYR in which 
most Sukuk are denominated has under-
gone steep depreciation. This increases the 
currency risk and hence premium on MYR 
denominated Sukuk if the trend persists. 
One of the solutions could be multi-cur-
rency Sukuk, but it comes at a higher cost 
of incomplete hedging.

 The small secondary market for green 
bonds and the buy-and-hold nature of 
regional investors suggests that when the 
green Sukuk market does develop, it may 
suffer from liquidity constraints. All 
sovereign Sukuk issued are for infrastruc-
tural assets but are not necessarily used for 
infrastructure projects. For any investor 
who wants to ensure that the funds raised 
for the infrastructure projects are actually 
used for such projects, it is important that 
an appropriate structure is used for the 
chosen Sukuk.  Musharakah based Sukuk 
and those based on the principle of Istisna 
may in fact ensure that the investors have 
real exposure to the underlying infrastruc-
ture project.

What Lies Ahead for Sukuk Market?

Going forward, more Sukuk issuance can 
increase the investment choices for Islam-
ic banks and also enable them to have a 
wider market of firms looking for expan-
sionary investment in long term fixed 
assets. Sovereign Ijarah Sukuk issued by 
the governments have been structured in 
such a way that it allows the government 
to mobilize funds. 

 The Sukuk holders are also able to earn 
Shari’ah compliant income. It also facilitates 
Islamic banks to manage their liquidity as 
well as meet statutory liquidity requirement 
stipulated by the central banks. Through 
issuance of more Sukuk, the investment 
class assets universe will expand. This will 
enable the Islamic-conscious individual and 
institutional investors to effectively diversi-
fy their portfolios. Treasuries of Islamic 
banks will also have an expanded set of 
investment avenues. 

 It will increase the liquidity of these 
Sukuk and generate wider interest among 
all investors in the economy to consider 
investing in these investment vehicles.  
Islamic banks face liquidity risk in 
countries where Commodity Murabaha is 
not practiced. The surplus liquidity can 
be used by the governments by issuing 
sovereign Sukuk. This will enable the 

government to avoid crowding out by 
using excess liquidity available with banks. 

 In some jurisdictions, there are fiscal 
responsibility acts to contain public debt. 
For instance, in Pakistan, the fiscal 
responsibility act sets a limit of 60%. Such 
limits shall be revised to accommodate 
real asset backed infrastructure financing 
from Sukuk.  

 ADB is increasing its efforts to assist 
member countries to use Islamic finance 
in areas such as infrastructure financing, 
ranging from technical assistance to 
providing credit guarantees. Recently, the 
G20 group of nations' decision to examine 
the use of Sukuk to finance infrastructure 
investment could eventually spur a big 
increase in the size of the market.

 However, more needs to be done on 
the regulatory framework and to engage 
Development Finance Institutions (DFIs) 
to promote Sukuk based development 
finance in place of conventional fixed 
term loans. It can be explored to have 
DFIs acting as servicing agents and 
guarantors for infrastructure projects to 
establish trust and confidence of 
investors. Long term Sukuk can be issued 
to establish socially important institutions 
like microfinance to provide seed capital 
for establishing these institutions on the 
basis of Musharakah Mutanaqisa.

 Convertible Sukuk can also be offered 
to provide seed capital for socially condu-
cive projects and then repackaged as 
equity once these projects mature and 
become less risky. It is estimated that 
energy deficit eats up 1% to 2% of poten-
tial GDP in countries like Pakistan, India 
and Afghanistan. Hence, Sukuk in energy 
infrastructure can enable the Islamic 
financial institutions to contribute direct-
ly in economic growth and sustainable 
development. Likewise, there is abundant 
potential to help finance health and 
education infrastructure to create 
immense improvement in human capital.

Wind farms

Dams

Dry and Sea Ports

Highways etc

“Islamic law allows sale and lease of real assets and 
the resulting income in the form of profit on sale or 
rental income stream on lease of assets. Holders of 
Sukuk share in the lease or profit income generated 
from the ownership of real assets that the Sukuk 
certificate represents.”

he �nancial crisis of 2007-2009 
and ongoing sovereign debt crisis 
in Europe has created a lot of 
questions and provided some key 

lessons. Some of the contributing factors 
for the crisis included:

•

•

•

 In US, the share of total corporate 
profits generated in the financial sector 
grew from 10% in the early 1980s to 40% 
in 2006. These earnings are transaction 
costs for the productive sector. 

 Financial institutions that were just 
supposed to be playing a supportive role 
to the productive economy got much 
bigger and unregulated through shadow 
banking practices. Nevertheless, financial 
intermediation has a useful function to 
efficiently match savers and investors. 

A new paradigm is needed that can:

•

•

•

•

 The two most important problems 
identified in a post-financial crisis look 
back are perverse incentives and de-link-
ing of financial sector growth and activi-
ties with the real sector of the economy.  
Islamic finance principles by basing all 
financial products with real assets fill the 
gap and this feature alone is a very impor-
tant risk management tool inbuilt into the 
system. The Islamic finance industry has 
demonstrated its potential with steady 
15-20% growth during the last two 
decades.

 During the last decade and half, the 
Islamic financial industry has seen 
tremendous growth even when the 
conventional financial institutions went 
into a deep crisis. Not only Muslim major-

ity countries but non-Muslim majority 
countries are also taking interest in using 
Islamic finance instruments to finance 
government projects. In recent years, UK, 
Luxembourg and Hong Kong have issued 
Shari’ah compliant securities.

 Islamic law allows sale and lease of real 
assets and the resulting income in the 
form of profit on sale or rental income 
stream on lease of assets. Holders of 
Sukuk share in the lease or profit income 
generated from the ownership of real 
assets that the Sukuk certificate 
represents.

 Sukuk is a useful device to access funds 
on long term basis for the purchase of 
lumpy assets. By way of issuing Sukuk, the 
issuer gets required amount of funds 
externally from a wide range of investors 
who are looking for stable income source. 
Sukuk is a standardized instrument in 
Islamic finance that can provide stable 
income stream for a long term. The stand-
ardized nature of the instrument and the 
listing at the exchange provides liquidity 
in the instrument that is a useful attribute 
for investors looking to restructure their 
portfolios in changing scenarios. 

 For firms, Sukuk based financing is 
often the only alternative for long term 
and large amount of financing require-
ments since the banks have a short term 
maturity of deposit liabilities and cannot 
place large amount of funds for too long. 
Moreover, small Islamic banks are 
sometimes hampered by prudential 
regulations issued by central banks to 
restrict huge exposure to a single client. 
Hence, in such cases, Sukuk turns out to 
be a very useful instrument for syndicate 
financing.  

 Sukuk issuance globally reached $117 
billion in 2013 from a total of 811 issues, of 
which 175 were based on the Ijarah 
structure. A typical Ijarah Sukuk would 
work like this. For instance, if a manufac-
turer requires industrial equipment, it will 
issue Sukuk that can be purchased by 
institutional and/or retail investors. From 
the proceeds of Sukuk, the industrial 
equipment is purchased and is leased to the 
manufacturer. During the period of lease, 
the manufacturer will pay rents and that 
will generate income stream for the Sukuk 
holders who had invested in Sukuk. After 
the lease period is over, the manufacturer 
will purchase the asset in a separate contract 

and this will enable the Sukuk holders to be 
able to redeem their investment.  
 
 Sukuk could turn out to be an instru-
ment of choice after the current financial 
crisis. Not only Muslim countries but 
non-Muslim majority countries are also 
taking interest in it. UK treasury issued a 
Sukuk worth £200 million. It became the 
first sovereign state outside the Muslim 
world to issue an Islamic bond. Further-
more, Hong Kong and Luxembourg also 
issued Sukuk recently. 

 Globally, Malaysia remains the leader 
in the international Sukuk market. 
Among other regional countries, Indone-
sia in last few years has issued three 
sovereign Sukuk of $1 billion to $1.5 
billion each. Turkish issuers including the 
government have also issued Sukuk worth 
$4 billion internationally.

 In Pakistan, 78 Sukuk have been issued 
so far for an amount of $6.7 billion. Out of 
the total 78 issued, 32 Sukuk for an 
amount of $1.1 billion had been fully 
redeemed. Government of Pakistan had 
issued Ijarah Sukuk on numerous occasions 
in the past to meet its escalating borrowing 
requirements. Government sector compa-
nies like Water & Power Development 
Authority (WAPDA) and Sui Southern 
Gas Company Limited (SSGC) have also 
issued Sukuk in past. Karachi Shipyard 
issued an Ijarah Sukuk in 2007.

 Sukuk are debt instruments, which 
must be backed by a particular asset – this 
means that they are ideally suited to serve 
large-scale project financing needs.  By 
issuing sovereign Sukuk to scale up 
infrastructure investment, the govern-
ments can attract foreign direct invest-
ment by improving their public 
infrastructure. Projects to build toll ways, 
railways or even schools and hospitals, 
which generate revenues from tangible 
assets, are consistent with the Islamic 
finance rules of creating economic value 
and so are particularly appropriate for 
Sukuk financing.

Some of the potential projects that can be 
financed using Sukuk include:
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CONGRATULATIONS!!!
To All Successful Candidates

E-5752
E-25472
E-25592
E-24234
E-21627
E-23939
E-13629
E-21488
E-14854
E-14920
E-23520
E-26305

Abdul Malik
Ali Raza 
Kalsoom Akhtar
Muhammad Adnan Ali
Muhammad Nauman Yousaf
Nadeem Ahmed
Saima Tufail
Shahzad Hassan
Shehzad Murtaza Qamar
Sohaib Raheel
Toseef Ahmed
Umer Shahzad

Allied Bank Ltd

E-26738
E-9209
E-12553
E-22926
E-12227
E-26475

Junaid Tahir
Kamran Ameer
Muhammad Faisal
Sania Ishtiaq
Zainab Aziz
Zia Ahmed  Siddiqui

ASKARI BANK LIMITED

E-24244
E-25305
E-26889
E-3744
E-23867
E-26589
E-2281
E-13432
E-4203

Arman Asif
Bilal Ahmed 
Faiza Raza
Hassan Abbas Siddiqui
Muhammad Irfan
Nadeem Ahmad
Nasir Mehmood
Tajammul Ilyas
Umair Shabbir

BANK ALFALAH LIMITED

E-22761 Muhammad Shafaqat Ali

BANKING MOHTASIB PAKISTAN

E-14992 Abdul Rahim Dar

FAYSAL BANK LIMITED

E-11971
E-2974
E-2880

Rozia Bibi
Saima Naz
Uzma Sadia Sha�

FIRST WOMEN BANK LIMITED

E-25041
E-22906
E-22336
E-12829
E-9345

Khurshid Ahmad
Muhammad Hamza
Muhammad Haroon Sahi
Muhammad Ramiz Riaz
Uzma Hina

HABIB BANK LIMITED

E-24849
E-8839
E-24568
E-25510
E-22414

Ahmer Riaz
Ali Abbas
Fahad Jabbar Khan
Qirat Swaba
Syed Taha Mohiuddin

HABIB METROPOLITAN BANK LIMITED

E-13808
E-6833
E-1470
E-26369
E-26440
E-21631
E-26223
E-22039
E-22752
E-22030
E-21467
E-23252
E-26176

Abid Pervaiz Gill
Adnan Zafar
Amber Shabbir
Ameet Kumar
Ameet Kumar
Atif Saeed
Faizan Ilahi Malik
Ghulam Mujtaba
Hassan Iftikhar
Hira Aftab Khan Lodhi
Imran Shakoor
Khurram Shahzad
Kulsoom Fatima 

MCB BANK LIMITED

E-23138
E-11240

Faisal Ahmed
Muhammad Shakir Ali

BURJ BANK LIMITED

E-24676
E-9567

Abdullah Taimoor Khan
Adnan Sadda

BANK AL HABIB LIMITED

E-25542
E-5317
E-25550
E-25981
E-26847
E-21725
E-6200
E-22235
E-26858
E-7563
E-25016
E-14151
E-23880
E-3446
E-23659
E-23735
E-13261
E-25264
E-23038
E-26886
E-13548
E-24908
E-25036
E-26920
E-8658
E-23678
E-11328
E-21731
E-1028
E-23305
E-23554

Arsalan Qazi
Asif Saeed
Bilal Ahmed Saleem
Bilal Hamid 
Ghafeer Shahid
Hassan Abbas Malik
Imran Ali Alvi
Imran Manzur Malik
Jahanzeb Khalid 
Kamran Younas
Khaqan Zeb
Mir Sajid Ali
Muddassar Munir
Muhammad Adnan Haider
Muhammad Adnan Masoud
Muhammad Ali
Muhammad Ashraf Javed
Muhammad Haroon Sohail
Muhammad Mustaqeem
Muhammad Rehan 
Muhammad Suhail Akhtar
Muhammad Taimoor Saeed
Muhammad Zain Saeed
Saad Khalid
Shahid Hanif
Shahid Nawaz Khan
Syed Muhammad Ali Rizvi
Tayyab Raza
Waseem Abbas
Yasir Abbas
Zahid Hussain

JAIBP Summer 2015 E-26425
E-26098
E-23791
E-23790
E-22055
E-13346
E-24312
E-26089
E-9895
E-26173
E-22900
E-24306
E-22459
E-26097
E-10188
E-22630
E-6199
E-22589

Maliha Ali
Mazhar Iqbal 
Muhammad Amir
Muhammad Atif Ur Rehman
Muhammad Azam
Muhammad Bilal Ashraf
Muhammad Farooq
Muhammad Hamid
Muhammad Umair
Muhammad Usman Virk
Muhammad Yahiya Farooq
Shakeel Ahmad
Shakeel Akhtar
Sidra Zahid
Wajiha Nazir
Waqas Bashir
Yasir Amin Khatri
Zaheer Ullah Khan



E-4350
E-24183
E-23583

Mehboob Ahmad
Salma Bashir
Tamoor Ahmed

MEEZAN BANK LIMITED

E-25009
E-24668
E-25642

Angela Kumari
Maqsood Ali
Muhammad Ja�ar

SINDH BANK LIMITED

E-14773
E-26735
E-7673

Ashir Nazir Gill
Salman Sheikh
Sumsam-Ud-Din

SONERI BANK LIMITED

E-23952
E-14687
E-14247
E-9829
E-3056

Adnan Asghar 
Ha�z Asim Mushtaq
Inzar Gul
Rabiya Yaqoob Khan
Waqas Hamid

STATE BANK OF PAKISTAN

E-24117
E-25101
E-5878
E-26028
E-2358
E-25082
E-11649
E-7151
E-25623
E-8549

Adil Sher
Athar Ramzan 
Bashir Ahmad
Irfan Ullah
Kashif Zia
Malik Asim Ali
Muhammad Aamir
Muhammad Saqib Zeeshan
Qaiser Khan
Rehman-Ul-Haq Afridi

THE BANK OF KHYBER

E-22446 Jawad Sabir

STANDARD CHARTERED BANK (PAKISTAN) LIMITED

E-21153 Atif Majeed

SUMMIT BANK LIMITED
E-11778
E-2249
E-24197
E-6594
E-14425
E-11292
E-21565
E-21131
E-14105
E-21482
E-12600
E-14475
E-5242
E-11668
E-7868
E-21524

Abdul Qayyum
Abdul Samee
Abid Irshad 
Afzal Mushtaq
Amin Khan Khattak
Aneela Talpur
Aqsa Nisar
Asif Mahmood
Asif Raza
Asif Zawar
Ayesha Tariq
Babar Khushk
Bano Fakhra Batool
Faiza Ikram
Farheen Zehra
Farrukh Abbas

E-13118
E-3351
E-22773
E-11984
E-21666
E-6920
E-11761
E-11002
E-14715
E-6140
E-12999
E-14848
E-21754
E-12630
E-24457
E-25212
E-14223
E-22921
E-21082
E-14971
E-23624
E-14236
E-8957
E-13300
E-14851
E-13152
E-12390
E-23111
E-11823
E-13862
E-13696
E-7784
E-11178
E-24509
E-8783
E-12122
E-13425
E-24742
E-13495
E-13448
E-11820
E-9101

Fatimah Kalsoom
Hasan Amin Khan
Haseeb Ahmed
Humaira Anila
Ihsan Ullah
Ijaz Ahmed
Imran Khan
Imtiaz Elahi
Iqra Shaheen
Jalil Ahmed Tariq
Jamil Ahmad
Kashif Raheem Noonari
Khalid Nabi
Majid Ali
Momna Mansoor 
Mudassar Anwar
Muhammad  Sheraz
Muhammad Ali Muqaddas Mian
Muhammad Farhan Ashraf
Muhammad Imran
Muhammad Imran
Muhammad Mudassar Shahid
Muhammad Umar
Muhammad Wasim Aslam
Muhammad Zeshan
Mukhtar Ahmad
Muzzamil Hussain
Nighat Erum
Omar Shaukat Qureshi
Rabia Ra�q
Rameez Ali
Sana Yousuf
Sarika
Shahid Jamil
Shahid Khan
Sohaib Iftikhar
Sophia Pervez
Sumair Zaman
Syed Asgher Ali Kazim
Syed Zeeshan Akhtar Gilani
Umar Sultan
Ummeha Anum

NATIONAL BANK OF PAKISTAN

E-13808
E-6833
E-1470
E-26369
E-26440
E-21631
E-26223
E-22039
E-22752
E-22030
E-21467
E-23252
E-26176

Abid Pervaiz Gill
Adnan Zafar
Amber Shabbir
Ameet Kumar
Ameet Kumar
Atif Saeed
Faizan Ilahi Malik
Ghulam Mujtaba
Hassan Iftikhar
Hira Aftab Khan Lodhi
Imran Shakoor
Khurram Shahzad
Kulsoom Fatima 

CONGRATULATIONS!!!
To All Successful Candidates

E-26425
E-26098
E-23791
E-23790
E-22055
E-13346
E-24312
E-26089
E-9895
E-26173
E-22900
E-24306
E-22459
E-26097
E-10188
E-22630
E-6199
E-22589

Maliha Ali
Mazhar Iqbal 
Muhammad Amir
Muhammad Atif Ur Rehman
Muhammad Azam
Muhammad Bilal Ashraf
Muhammad Farooq
Muhammad Hamid
Muhammad Umair
Muhammad Usman Virk
Muhammad Yahiya Farooq
Shakeel Ahmad
Shakeel Akhtar
Sidra Zahid
Wajiha Nazir
Waqas Bashir
Yasir Amin Khatri
Zaheer Ullah Khan

E-22514
E-21059
E-22762

Yasir Ilyas Malik
Zakir Ullah Khan
Zubair Amin

Salman Haider Khan
Umbreen Sharif
Usman Waheed
Zakir Ali

E-22826
E-14479
E-3654
E-22754



CONGRATULATIONS!!!
To All Successful Candidates

E-7000
E-8988
E-21642
E-12291
E-6943
E-6783
E-4035

Fahad Nazir
Faizan Razi
Humaira Anwar
Mansoor Ahmed Abbasi
Mohsan Khan
Shahzad Iqbal
Sultan Mahmood

NATIONAL BANK OF PAKISTAN

E-22086 Saad Zikar Jangda

MCB BANK LIMITED

AIBP Summer 2015

Amir Walayat Kharal

E-23129
E-22000

Riaz Hussain
Tariq Pervez

THE BANK OF KHYBER

E-2530 Atif Arif

THE BANK OF PUNJAB

E-11192 Syed Abbas Raza

UNITED BANK LIMITED

E-2043 Shabana Kamal

Farah F. Khan
Muhammad Osama
Naheed Ashraf
Tehmina Zia
Yasin Ali
Amna Mahmood
Hina Gha�ar
Imran Ali Kazmi
Muhammad Zohaib
Shabeena Amin

E-24117
E-25101
E-5878
E-26028
E-2358
E-25082
E-11649
E-7151
E-25623
E-8549

Adil Sher
Athar Ramzan 
Bashir Ahmad
Irfan Ullah
Kashif Zia
Malik Asim Ali
Muhammad Aamir
Muhammad Saqib Zeeshan
Qaiser Khan
Rehman-Ul-Haq Afridi

CONGRATULATIONS!!!
To All Successful Candidates

E-26485
E-25794
E-10657

Muhammad Moazzam
Muhammad Uzair 
Wasim Ahmed Bhatti

THE BANK OF PUNJAB

E-21590
E-15017

Awais Khalid
Muhammad Ali Hasnain Khan

THE PUNJAB PROVINCIAL CO-OPERATIVE 

BANK LIMITED

E-12090
E-25570
E-26483
E-1625
E-26187

Almas Shakoor
Fahad Ahmed Khan
Muhammad Salman Baig 
Noureeb Basharat Cheema
Saqib Hassan Minhas 

UNITED BANK LIMITED

Salman Haider Khan
Umbreen Sharif
Usman Waheed
Zakir Ali

E-22826
E-14479
E-3654
E-22754

E-7000
E-8988
E-21642
E-12291
E-6943
E-6783
E-4035

Fahad Nazir
Faizan Razi
Humaira Anwar
Mansoor Ahmed Abbasi
Mohsan Khan
Shahzad Iqbal
Sultan Mahmood

NATIONAL BANK OF PAKISTAN

E-22086 Saad Zikar Jangda

MCB BANK LIMITED

AIBP Summer 2015

E-11981 Muhammad Taloot

WASEELA MICROFINANCE BANK

E-14590 Amir Walayat Kharal

E-23129
E-22000

Riaz Hussain
Tariq Pervez

THE BANK OF KHYBER

E-2530 Atif Arif

THE BANK OF PUNJAB

E-11192 Syed Abbas Raza

UNITED BANK LIMITED

E-2043 Shabana Kamal

E-23334
E-23358
E-21023
E-12285
E-11315
E-21550
E-11249
E-11789
E-26498
E-22480

Farah F. Khan
Muhammad Osama
Naheed Ashraf
Tehmina Zia
Yasin Ali
Amna Mahmood
Hina Gha�ar
Imran Ali Kazmi
Muhammad Zohaib
Shabeena Amin



Banking

A1 Capone: The known American mobster was at the forefront of the birth of 
modern money laundering schemes. It is estimated that he laundered $1 
billion through various business ventures. His �rst business was infact Laundro-
mats, which being cash operated was very helpful in hiding and disguising ille-
gal gains. The fact that Capone made use of the laundry trade is frequently 
given as the origin for the phrase: "laundering" – however this is still subject to 
debate. Capone was eventually indicated in 1931 for a di�erent �nancial crime: 
tax evasion. 

Ferdinand Marcos, an ex - lawyer was President of the Philippines from 1965 to 
1986 before being removed from power by a popular uprising. During his reign 
he laundered billions of dollars of stolen public funds through Banks in the US 
and Switzerland. It took the Philippines a massive operation, known as "Opera-
tion Big Bird" to retrieve the money (estimated US$ 7.5 bn).

MONEY 
LAUNDERING
A  G l o b a l  R e v i e w

By Sehba Ehsan

Journal of  The Institute of  Bankers Pakistan12

GLOBAL PERSPECTIVE



T h e  f u n d s  m a y  b e  s p l i t  i n t o  m u l t i p l e  
s m a l l e r  a m o u n t s  a n d  t h e n  w h i s k e d  
a w a y  t o  v a r i o u s  B a n k s  a n d  F i n a n c i a l  
I n s t i t u t i o n s  –  t o  b e  p l a c e d  a s  d e p o s i t s .  
T h i s  p r o c e s s  i s  k n o w n  a s  " s m u r � n g " .
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he United Nations o�ce 
of Drug Control and 
Crime Prevention de�nes 
money laundering as, ‘the 
process to eliminate 
Criminals who wish to 
bene�t from the proceeds 
of large scale crime, thus 

disguising their illegal pro�ts without 
compromising themselves’. 

 It is the process by which individuals 
conceal and legitimize the proceeds of 
illegal activities. �e criminal is endeavor-
ing to ‘wash away’ any signs of the direct 
origin of the funds.

 In essence, Money Laundering can be 
described in three classic cases. In the �rst 
stage, ‘Placement’, the illegally obtained 
assets are introduced into the legal 
�nancial system to make it appear 'Kosher' 
─ with the intention of disguising their 
original source. �e idea, is to circumvent 
any ‘suspicion’ regarding the deposit. �e 
funds may be split into multiple smaller 
amounts and then whisked away to 
various Banks and Financial Institutions – 
to be placed as deposits. �is process is 
known as "smur�ng". 

 �e second stage is called 'Layering' in 
which the source of illegally obtained 
funds is obscured through a succession of 
transfers and multiple transactions so as to 
di�use the paper trail. �is can be 
achieved through the involvement of 
entities, charitable organizations, religious 
institutions, charitable of any �nancial 
organization that can serve as a conceal-
ment tool or mechanism. 

 �e third stage is "Integration" when 
funds can eventually be mixed into some 
legitimate business and be invested in 
avenues as bonds, stocks, property, 
jewellery or guarantees etc. Again, the 
idea being to completely di�use the trail 
─ it becomes tougher and tougher to trace 
the trail of funds.

 As per the 1999 United Nations 
International Convention for the suppres-
sion of the Financing of Terrorism, the 
crime of terrorist �nancing is de�ned as 
the o�ense committed by "any person" 
who by "any means", directly or indirectly, 
unlawfully and willfully, provides or 
collects funds with the intention that they 

should be used in full or in part, in order 
to carry out "an act intended to cause 
death or serious bodily injury to a civilian 
or to any other person not taking an active 
part in the hostilities in a situation of 
armed con�ict, when the purpose of such 
act, by its nature  is to intimidate a popula-
tion, or to compel a government or an 
international organization to do or to 
abstain from doing any act". 

 Terrorist �nancing came into limelight 
in the US a�er the 9/11 subsequent to 
which the US government passed the 
USA PATRIOT ACT to attempt, to 
thwart the �nancing of terrorism and anti 
money laundering ensuring adequate 
focus by �nancial institutions. �is Act 
also has extra territorial impact and non 
US Banks had to upgrade their 
AML/CFT processes as well.

Global E�orts to Fight Money Launder-
ing and Terrorist Financing:

�e AML/CFT regime is a young one 
and is still evolving – being a tall order, 
this global regime requires ongoing �ne 
tuning.

 �e UN convention against Illicit 
Tra�c in Vienna, known as Vienna 
Convention Narcotics Drugs and Psycho-
tropic Substance established the o�ense 
of Money Laundering forming the basis 
for the international AML regime. �is 
e�ort was given further boost by the 
creation of an international standard 
setting body the Financial Action Task 
Force (FATF). Also, the initiative taken 
by the UN Security Council regarding 
AML and CFT, has hugely impacted 
states to ratify the international conven-
tion for the suppression of the Financing 
of Terrorism.

 �e Vienna convention was the �rst 
international instrument to address the 
proceeds of crime and to require states to 
establish Money Laundering as a criminal 
o�ense. �e International Convention 
against Transactional Organized Crime 
(UNTOC) viz., the Palermo Convention 
came into force in 2003 – it urges member 
states to co-operate with one another in 
the detection, investigation & prosecu-
tion of  Money Laundering. In December 
2005, the UN convention against 
Corruption (UNCAC) came into force.

 �e IMF and the World Bank have 
also intensi�ed e�orts to steer nations 
along the lines of good conduct to ensure 
adherence to global standards in AML 
and CFT.

Financial Action Task Force - E�orts to 
Establish and Implement AML Stand-
ards:

Formed in 1989 by the G7 countries, the 
FATF is an inter government body whose 
purpose is to develop and promote an 
international response to combat Money 
Laundering and Terrorist Financing. �e 
FATF secretariat is housed in OECD in 
Paris. 

 FATF, a policy making body which 
brings together legal, �nancial and law 
enforcement experts to achieve national 
legislation & regulatory AML & CFT 
reforms. As per 2014, its membership 
consisted of 36 countries & territories and 
two regional organizations. 

 FATF has developed 40 recommenda-
tions on Money Laundering and 9 special 
recommendations regarding Terrorist 
Financing – it assesses member states 
against these recommendation in 
published reports. Countries not 
su�ciently compliant with these recom-
mendations are subjected to �nancial 
sanctions. 

 Besides setting international standards 
for AML & CFT, the FATF assesses & 
monitors compliance to standards, 
conducts typologies studies of Money 
Laundering & Terrorist Financing 
methods, trends & techniques and 
responds to new & emerging threats as 
proliferation �nancing.

 �e FATF relies on a strong network 
of  FATF Style Regional Bodies FSRBs, 
in addition to its own members to 
achieve the global implementation of the 
recommendations. �ese FSRBs include 
the Asia Paci�c Group, Caribbean 
Financial Action Task Force, Eurasian 
Group, Eastern and Southern African 
AML Group, West Africa Money  Laun-
dering  Group  GIABA , MENA Middle 
East and North Africa FATF, Latin 
America AML Group GAFILAT and 
Moneywal Council of Europe AML 
Group.

Recommendations Developed by FATF 
– Anti Money Laundering AML and 
Combating Terrorist Financing CFT:

�e recommendations have been drawn 
up as an initiative to combat the abuse of 
�nancial system by elements laundering 
money and �nancing terrorism. It is a 
comprehensive framework of measures; 
recognizing that countries have diverse 
legal and �nancial systems, these are 
minimum standards to be implemented 
according to particular circumstances and 
constitutional set ups.

A.

Countries to criminalize Money Launder-
ing on the basis of the Vienna Convention 
and to make it an o�ense punishable by 
imprisonment.

•

B.

•

•

•

•

•

C.

•

•

D.

•

•

Combating Terrorist Financing CTF :

�e following nine recommendations, 
along with the forty AML ones set the 
basic framework to detect, prevent and 
suppress the �nancing of terrorism and 
terrorist acts.

•

•

•

•

•

•

•

•

•
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he United Nations o�ce 
of Drug Control and 
Crime Prevention de�nes 
money laundering as, ‘the 
process to eliminate 
Criminals who wish to 
bene�t from the proceeds 
of large scale crime, thus 

disguising their illegal pro�ts without 
compromising themselves’. 

 It is the process by which individuals 
conceal and legitimize the proceeds of 
illegal activities. �e criminal is endeavor-
ing to ‘wash away’ any signs of the direct 
origin of the funds.

 In essence, Money Laundering can be 
described in three classic cases. In the �rst 
stage, ‘Placement’, the illegally obtained 
assets are introduced into the legal 
�nancial system to make it appear 'Kosher' 
─ with the intention of disguising their 
original source. �e idea, is to circumvent 
any ‘suspicion’ regarding the deposit. �e 
funds may be split into multiple smaller 
amounts and then whisked away to 
various Banks and Financial Institutions – 
to be placed as deposits. �is process is 
known as "smur�ng". 

 �e second stage is called 'Layering' in 
which the source of illegally obtained 
funds is obscured through a succession of 
transfers and multiple transactions so as to 
di�use the paper trail. �is can be 
achieved through the involvement of 
entities, charitable organizations, religious 
institutions, charitable of any �nancial 
organization that can serve as a conceal-
ment tool or mechanism. 

 �e third stage is "Integration" when 
funds can eventually be mixed into some 
legitimate business and be invested in 
avenues as bonds, stocks, property, 
jewellery or guarantees etc. Again, the 
idea being to completely di�use the trail 
─ it becomes tougher and tougher to trace 
the trail of funds.

 As per the 1999 United Nations 
International Convention for the suppres-
sion of the Financing of Terrorism, the 
crime of terrorist �nancing is de�ned as 
the o�ense committed by "any person" 
who by "any means", directly or indirectly, 
unlawfully and willfully, provides or 
collects funds with the intention that they 

should be used in full or in part, in order 
to carry out "an act intended to cause 
death or serious bodily injury to a civilian 
or to any other person not taking an active 
part in the hostilities in a situation of 
armed con�ict, when the purpose of such 
act, by its nature  is to intimidate a popula-
tion, or to compel a government or an 
international organization to do or to 
abstain from doing any act". 

 Terrorist �nancing came into limelight 
in the US a�er the 9/11 subsequent to 
which the US government passed the 
USA PATRIOT ACT to attempt, to 
thwart the �nancing of terrorism and anti 
money laundering ensuring adequate 
focus by �nancial institutions. �is Act 
also has extra territorial impact and non 
US Banks had to upgrade their 
AML/CFT processes as well.

Global E�orts to Fight Money Launder-
ing and Terrorist Financing:

�e AML/CFT regime is a young one 
and is still evolving – being a tall order, 
this global regime requires ongoing �ne 
tuning.

 �e UN convention against Illicit 
Tra�c in Vienna, known as Vienna 
Convention Narcotics Drugs and Psycho-
tropic Substance established the o�ense 
of Money Laundering forming the basis 
for the international AML regime. �is 
e�ort was given further boost by the 
creation of an international standard 
setting body the Financial Action Task 
Force (FATF). Also, the initiative taken 
by the UN Security Council regarding 
AML and CFT, has hugely impacted 
states to ratify the international conven-
tion for the suppression of the Financing 
of Terrorism.

 �e Vienna convention was the �rst 
international instrument to address the 
proceeds of crime and to require states to 
establish Money Laundering as a criminal 
o�ense. �e International Convention 
against Transactional Organized Crime 
(UNTOC) viz., the Palermo Convention 
came into force in 2003 – it urges member 
states to co-operate with one another in 
the detection, investigation & prosecu-
tion of  Money Laundering. In December 
2005, the UN convention against 
Corruption (UNCAC) came into force.

 �e IMF and the World Bank have 
also intensi�ed e�orts to steer nations 
along the lines of good conduct to ensure 
adherence to global standards in AML 
and CFT.

Financial Action Task Force - E�orts to 
Establish and Implement AML Stand-
ards:

Formed in 1989 by the G7 countries, the 
FATF is an inter government body whose 
purpose is to develop and promote an 
international response to combat Money 
Laundering and Terrorist Financing. �e 
FATF secretariat is housed in OECD in 
Paris. 

 FATF, a policy making body which 
brings together legal, �nancial and law 
enforcement experts to achieve national 
legislation & regulatory AML & CFT 
reforms. As per 2014, its membership 
consisted of 36 countries & territories and 
two regional organizations. 

 FATF has developed 40 recommenda-
tions on Money Laundering and 9 special 
recommendations regarding Terrorist 
Financing – it assesses member states 
against these recommendation in 
published reports. Countries not 
su�ciently compliant with these recom-
mendations are subjected to �nancial 
sanctions. 

 Besides setting international standards 
for AML & CFT, the FATF assesses & 
monitors compliance to standards, 
conducts typologies studies of Money 
Laundering & Terrorist Financing 
methods, trends & techniques and 
responds to new & emerging threats as 
proliferation �nancing.

 �e FATF relies on a strong network 
of  FATF Style Regional Bodies FSRBs, 
in addition to its own members to 
achieve the global implementation of the 
recommendations. �ese FSRBs include 
the Asia Paci�c Group, Caribbean 
Financial Action Task Force, Eurasian 
Group, Eastern and Southern African 
AML Group, West Africa Money  Laun-
dering  Group  GIABA , MENA Middle 
East and North Africa FATF, Latin 
America AML Group GAFILAT and 
Moneywal Council of Europe AML 
Group.

Recommendations Developed by FATF 
– Anti Money Laundering AML and 
Combating Terrorist Financing CFT:

�e recommendations have been drawn 
up as an initiative to combat the abuse of 
�nancial system by elements laundering 
money and �nancing terrorism. It is a 
comprehensive framework of measures; 
recognizing that countries have diverse 
legal and �nancial systems, these are 
minimum standards to be implemented 
according to particular circumstances and 
constitutional set ups.

A.

Countries to criminalize Money Launder-
ing on the basis of the Vienna Convention 
and to make it an o�ense punishable by 
imprisonment.

•

B.

•

•

•

•

•

C.

•

•

D.

•

•

Combating Terrorist Financing CTF :

�e following nine recommendations, 
along with the forty AML ones set the 
basic framework to detect, prevent and 
suppress the �nancing of terrorism and 
terrorist acts.

•

•

•

•

•

•

•

•

•
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he United Nations o�ce 
of Drug Control and 
Crime Prevention de�nes 
money laundering as, ‘the 
process to eliminate 
Criminals who wish to 
bene�t from the proceeds 
of large scale crime, thus 

disguising their illegal pro�ts without 
compromising themselves’. 

 It is the process by which individuals 
conceal and legitimize the proceeds of 
illegal activities. �e criminal is endeavor-
ing to ‘wash away’ any signs of the direct 
origin of the funds.

 In essence, Money Laundering can be 
described in three classic cases. In the �rst 
stage, ‘Placement’, the illegally obtained 
assets are introduced into the legal 
�nancial system to make it appear 'Kosher' 
─ with the intention of disguising their 
original source. �e idea, is to circumvent 
any ‘suspicion’ regarding the deposit. �e 
funds may be split into multiple smaller 
amounts and then whisked away to 
various Banks and Financial Institutions – 
to be placed as deposits. �is process is 
known as "smur�ng". 

 �e second stage is called 'Layering' in 
which the source of illegally obtained 
funds is obscured through a succession of 
transfers and multiple transactions so as to 
di�use the paper trail. �is can be 
achieved through the involvement of 
entities, charitable organizations, religious 
institutions, charitable of any �nancial 
organization that can serve as a conceal-
ment tool or mechanism. 

 �e third stage is "Integration" when 
funds can eventually be mixed into some 
legitimate business and be invested in 
avenues as bonds, stocks, property, 
jewellery or guarantees etc. Again, the 
idea being to completely di�use the trail 
─ it becomes tougher and tougher to trace 
the trail of funds.

 As per the 1999 United Nations 
International Convention for the suppres-
sion of the Financing of Terrorism, the 
crime of terrorist �nancing is de�ned as 
the o�ense committed by "any person" 
who by "any means", directly or indirectly, 
unlawfully and willfully, provides or 
collects funds with the intention that they 

should be used in full or in part, in order 
to carry out "an act intended to cause 
death or serious bodily injury to a civilian 
or to any other person not taking an active 
part in the hostilities in a situation of 
armed con�ict, when the purpose of such 
act, by its nature  is to intimidate a popula-
tion, or to compel a government or an 
international organization to do or to 
abstain from doing any act". 

 Terrorist �nancing came into limelight 
in the US a�er the 9/11 subsequent to 
which the US government passed the 
USA PATRIOT ACT to attempt, to 
thwart the �nancing of terrorism and anti 
money laundering ensuring adequate 
focus by �nancial institutions. �is Act 
also has extra territorial impact and non 
US Banks had to upgrade their 
AML/CFT processes as well.

Global E�orts to Fight Money Launder-
ing and Terrorist Financing:

�e AML/CFT regime is a young one 
and is still evolving – being a tall order, 
this global regime requires ongoing �ne 
tuning.

 �e UN convention against Illicit 
Tra�c in Vienna, known as Vienna 
Convention Narcotics Drugs and Psycho-
tropic Substance established the o�ense 
of Money Laundering forming the basis 
for the international AML regime. �is 
e�ort was given further boost by the 
creation of an international standard 
setting body the Financial Action Task 
Force (FATF). Also, the initiative taken 
by the UN Security Council regarding 
AML and CFT, has hugely impacted 
states to ratify the international conven-
tion for the suppression of the Financing 
of Terrorism.

 �e Vienna convention was the �rst 
international instrument to address the 
proceeds of crime and to require states to 
establish Money Laundering as a criminal 
o�ense. �e International Convention 
against Transactional Organized Crime 
(UNTOC) viz., the Palermo Convention 
came into force in 2003 – it urges member 
states to co-operate with one another in 
the detection, investigation & prosecu-
tion of  Money Laundering. In December 
2005, the UN convention against 
Corruption (UNCAC) came into force.

 �e IMF and the World Bank have 
also intensi�ed e�orts to steer nations 
along the lines of good conduct to ensure 
adherence to global standards in AML 
and CFT.

Financial Action Task Force - E�orts to 
Establish and Implement AML Stand-
ards:

Formed in 1989 by the G7 countries, the 
FATF is an inter government body whose 
purpose is to develop and promote an 
international response to combat Money 
Laundering and Terrorist Financing. �e 
FATF secretariat is housed in OECD in 
Paris. 

 FATF, a policy making body which 
brings together legal, �nancial and law 
enforcement experts to achieve national 
legislation & regulatory AML & CFT 
reforms. As per 2014, its membership 
consisted of 36 countries & territories and 
two regional organizations. 

 FATF has developed 40 recommenda-
tions on Money Laundering and 9 special 
recommendations regarding Terrorist 
Financing – it assesses member states 
against these recommendation in 
published reports. Countries not 
su�ciently compliant with these recom-
mendations are subjected to �nancial 
sanctions. 

 Besides setting international standards 
for AML & CFT, the FATF assesses & 
monitors compliance to standards, 
conducts typologies studies of Money 
Laundering & Terrorist Financing 
methods, trends & techniques and 
responds to new & emerging threats as 
proliferation �nancing.

 �e FATF relies on a strong network 
of  FATF Style Regional Bodies FSRBs, 
in addition to its own members to 
achieve the global implementation of the 
recommendations. �ese FSRBs include 
the Asia Paci�c Group, Caribbean 
Financial Action Task Force, Eurasian 
Group, Eastern and Southern African 
AML Group, West Africa Money  Laun-
dering  Group  GIABA , MENA Middle 
East and North Africa FATF, Latin 
America AML Group GAFILAT and 
Moneywal Council of Europe AML 
Group.

F o r m e d  i n  1 9 8 9  b y  t h e  G 7  c o u n t r i e s ,  
t h e  F A T F  i s  a n  i n t e r  g o v e r n m e n t  b o d y  
w h o s e  p u r p o s e  i s  t o  d e v e l o p  a n d  p r o -
m o t e  a n  i n t e r n a t i o n a l  r e s p o n s e  t o  
c o m b a t  M o n e y  L a u n d e r i n g  a n d  T e r r o r -
i s t  F i n a n c i n g .

Recommendations Developed by FATF 
– Anti Money Laundering AML and 
Combating Terrorist Financing CFT:

�e recommendations have been drawn 
up as an initiative to combat the abuse of 
�nancial system by elements laundering 
money and �nancing terrorism. It is a 
comprehensive framework of measures; 
recognizing that countries have diverse 
legal and �nancial systems, these are 
minimum standards to be implemented 
according to particular circumstances and 
constitutional set ups.

A.

Countries to criminalize Money Launder-
ing on the basis of the Vienna Convention 
and to make it an o�ense punishable by 
imprisonment.

•

B.

•

•

•

•

•

C.

•

•

D.

•

•

Combating Terrorist Financing CTF :

�e following nine recommendations, 
along with the forty AML ones set the 
basic framework to detect, prevent and 
suppress the �nancing of terrorism and 
terrorist acts.

•

•

•

•

•

•

•

•

•

Legal Systems Anti-Money Laun-
dering AML - Scope of Criminal 
O�ense of Money Laundering: 

Provincial Measures and con�sca-
tions: to adopt legislative measures 
so that competent authorities can 
con�scate property laundered.

Measures to be taken by Financial 
Institutions and Businesses & 
Professional to Prevent Money 
Laundering: 

Customer Due Diligence and 
Record Keeping.

Reporting of Suspicious Transac-
tions and Compliance.

Other Measures to deter Money 
Laundering and Terrorist Financing.

Measures to be taken with respect to 
countries that do not comply with 
FATF.

Regulation and supervision.

Institutional and other Measures 
necessary in systems to combat 
Money Laundering and Terrorist 
Financing

Competent Authorities, their 
Powers and Resources.

Transparency of  legal persons and 
arrangements.

International Co-operation

Mutual Legal Assistance and Extra-
dition.

Other forms of co-operation.

International Cooperation: Coun-
tries to have amongst themselves, to 
the extent possible mechanisms for 
mutual legal assistance or informa-
tion exchange etc.

Alternative Remittances: Money 
transfers, should be e�ected 
through a system or network that is 
licensed or registered.

Wire Transfers: Accurate and mean-
ingful originator information 
should be included in the fund 
transfer messages.

Non- pro�t Organizations: �ese 
should be reviewed for regulations 
as these may be entities that could be 
particularly vulnerable by organiza-
tions for �nancing terrorism.

Cash Couriers: A declaration system 
or any disclosure obligation to be in 
place to monitor the physical cross 
border transportation of currency.

Rati�cation and implementation of 
UN Instruments: �e UN Interna-
tional Convention for the suppres-
sion of Financing of Terrorism 
should be rati�ed and implemented.

Criminalizing the Financing of terror-
ism and associated Money Launder-
ing: �e �nancing of terrorism and 
terrorist acts should be treated as a 
predicate o�ence & criminalized. 

Freezing and Con�scating Terrorist 
Assets: Measures to be in place to 
freeze without delay funds or other 
assets of terrorists as per the UN 
resolutions regarding prevention & 
suppression of �nancing of terror-
ism acts.

Reporting Suspicious Transactions 
Related to Terrorism: Suspicions 
regarding funds in any way linked to 
or are to be used for terrorism 
should be reported promptly to 
competent authorities.
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By Mahboob Ahmed

The banking and financial industry (BFI) is transforming itself, powered in an important way by 
advances in information technology. Since the 1980s, commercial banking has continuously 
innovated through technology-enhanced products and services, such as multi-function ATM, 

tele-banking, electronic transfers, and electronic cash cards. Over the past decade, the 
Internet has clearly played a critical role in providing online services and giving rise to a com-

pletely new channel. In the Internet age, the extension of commercial banking to cyberspace 
is an inevitable development. Both researchers and practitioners in the BFI have highlighted 

the need for banks to broaden their branch-based delivery channels by embracing electronic 
banking (e-banking). 
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GLOBAL PERSPECTIVE
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- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•
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- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

Multi-year statement history

Consolidated bill payment

Expedited payment services

Inter-institution account transfers

Enhanced e-mail alerts

Personal �nancial management

E-banking transactions are much 
cheaper than branch or even phone 
transactions. �is could turn yester-
day’s competitive advantage - a large 
branch network, into a comparative 
disadvantage, allowing e-banks to 
undercut bricks-and-mortar banks. 
�is is commonly known as the 
"beached dinosaur" theory.

E-banks are easy to set up so plenty of 
new entrants will arrive. ‘Old-world’ 
systems, cultures and structures will 
not encumber these new entrants. 
Instead, they will be adaptable and 
responsive. E-banking gives consum-
ers much more choice. Consumers 
will be less inclined to remain loyal.

E-banking will lead to an erosion of 
the ‘endowment e�ect’ currently 
enjoyed by the major banks. Deposits 
will go elsewhere with the conse-
quence that these banks will have to 
�ght to regain and retain their 
customer base. �is will increase their 
cost of funds, possibly making their 
business less viable. Lost revenue may 
even result in these banks taking more 
risks to breach the gap.

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

Multi-year statement history

Consolidated bill payment

Expedited payment services

Inter-institution account transfers

Enhanced e-mail alerts

Personal �nancial management

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•
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- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

    Security is an issue in Internet   
    banking systems. Some banks 
allow for direct dial-in access to their 
systems over a private network while 
others provide network access 
through the Internet. Although the 
publicly accessible Internet generally 
may be less secure, both types of con-
nections are vulnerable to intercep-
tion and alteration” 

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

    Security is an issue in Internet   
    banking systems. Some banks 
allow for direct dial-in access to their 
systems over a private network while 
others provide network access 
through the Internet. Although the 
publicly accessible Internet generally 
may be less secure, both types of con-
nections are vulnerable to intercep-
tion and alteration” 

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•
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- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•
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    A bank’s reputation can suffer if it fails  
    to deliver on marketing claims or to 
provide accurate, timely services. This can 
include failing to adequately meet custom-
er credit needs, providing unreliable or ineffi-
cient delivery systems, untimely responses to 
customer inquiries, or violations of customer 
privacy expectations”

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

    A bank’s reputation can suffer if it fails  
    to deliver on marketing claims or to 
provide accurate, timely services. This can 
include failing to adequately meet custom-
er credit needs, providing unreliable or ineffi-
cient delivery systems, untimely responses to 
customer inquiries, or violations of customer 
privacy expectations”

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

Journal of  The Institute of  Bankers Pakistan 21



Have a clear and widely disseminated 
strategy that is driven from the top 
and takes into account the e�ects of 
e-banking, together with an e�ective 
process for measuring performance 
against it.

Take into account the e�ect that 
e-provision will have upon their 
business risk exposures and manage 
these accordingly.

Undertake market research, adopt 
systems with adequate capacity and 
scalability, undertake proportional 
advertising campaigns and ensure that 
they have adequate sta� coverage and 
a suitable business continuity plan.

Ensure they have adequate manage-
ment information in a clear and 
comprehensible format.

Take a strategic and proactive 
approach to information security, 
maintaining adequate sta� expertise, 
building in best practice controls and 
testing and updating these as the 
market develops. Make active use of 
system based security management 
and monitoring tools.

Ensure that crisis management 
processes are able to cope with 
Internet related incidents.

      A certificate authority is a trusted third party that   
      verifies identities in cyberspace. Some people think 
of the certificate authority functioning like an online notary. 
The basic concept is that a bank, or other third party, uses 
its good name to validate parties in transactions”

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•

Have a clear and widely disseminated 
strategy that is driven from the top 
and takes into account the e�ects of 
e-banking, together with an e�ective 
process for measuring performance 
against it.

Take into account the e�ect that 
e-provision will have upon their 
business risk exposures and manage 
these accordingly.

Undertake market research, adopt 
systems with adequate capacity and 
scalability, undertake proportional 
advertising campaigns and ensure that 
they have adequate sta� coverage and 
a suitable business continuity plan.

Ensure they have adequate manage-
ment information in a clear and 
comprehensible format.

Take a strategic and proactive 
approach to information security, 
maintaining adequate sta� expertise, 
building in best practice controls and 
testing and updating these as the 
market develops. Make active use of 
system based security management 
and monitoring tools.

Ensure that crisis management 
processes are able to cope with 
Internet related incidents.

      A certificate authority is a trusted third party that   
      verifies identities in cyberspace. Some people think 
of the certificate authority functioning like an online notary. 
The basic concept is that a bank, or other third party, uses 
its good name to validate parties in transactions”

- banking creates unprece-
dented opportunities for 
the banks in ways they 
organize �nancial product 

development, delivery and marketing 
via the Internet. While it o�ers new 
opportunities to banks, it also poses 
many challenges such as the innovation 
of IT applications, the blurring of 
market boundaries, the breaching of 
industrial barriers, the entrance of new 
competitors and the emergence of new 
business models. Now, the speed and 
scale of the challenge are rapidly 
increasing with the pervasiveness of the 

Internet and the extension of informa-
tion economy. 

 However, to successfully cope with 
the challenge of the e-banking innovation, 
the incumbent banks must understand 
the nature of the change and capability 
barriers that it presents. Without this 
understanding, attempts to migrate to 
e-banking may be doomed to failure. 
Banks that are equipped with a good grasp 
of the e-banking phenomenon will be 
more able to make informed decisions on 
how to transform them into e-banks and 
to exploit e-banking to survive in the new 
economy. Given that e-banking is a 
�nancial innovation, the change may 
render the organizational capabilities of 
the traditional banks obsolete. From the 
resource-based view in such a context, the 
banks must constantly recon�gure, renew, 
or gain organizational capabilities and 
resources to meet the demands of the 
dynamic environment. Developing core 
capabilities can help the banks redeploy 
their resources and renew their compe-
tences to sustain competitive advantages 
and to achieve congruence with the 
shi�ing business environment.

Growth in Internet Banking:

Numerous factors including competitive 
cost, customer service, and demographic 
considerations — are motivating banks to 
evaluate their technology and assess their 
electronic commerce and Internet 
banking strategies. Many researchers 
expect rapid growth in customers using 
online banking products and services.  
Marketing strategies will vary as banks 
seek to expand their markets and employ 
lower cost delivery channels. Examiners 
will need to understand the strategies used 
and technologies employed on a 
bank-by-bank basis to assess the risk. 
Evaluating a bank’s data on the use of their 
web sites may help examiners determine 
the bank’s strategic objectives, how well 
the bank is meeting its Internet banking 
product plan and whether the business is 
expected to be pro�table.

Market Factors that May Drive 
a Bank’s Strategy for E-Bank-
ing:

Competition:

Studies show that competitive pressure is 
the chief driving force behind increasing 

use of Internet banking technology, 
ranking ahead of cost reduction and 
revenue enhancement, in second and 
third place respectively. Banks see Internet 
banking as a way to keep existing custom-
ers and attract new ones to the bank.

Cost E�ciencies:

Banks can deliver banking services on the 
Internet at transaction costs far lower than 
traditional brick-and-mortar branches. 
�e actual costs to execute a transaction 
will vary depending on the delivery 
channel used. �e cost to deliver manual 
transactions at a branch was typically 
more than ATM, call center and internet 
transactions. �ese costs are expected to 
continue to decline. Banks have signi�-
cant reasons to develop the technologies 
that will help them deliver banking 
products and services by the most cost-ef-
fective channels. Management should 
include in their decision making the 
development and ongoing costs associat-
ed with a new product or service, includ-
ing the technology, marketing, mainte-
nance, and customer support functions. 
�is will help management exercise due 
diligence, make more informed decisions 
and measure the success of their business 
venture.

Geographical Reach:

Internet banking allows expanded 
customer contact through increased 
geographical reach and lower cost delivery 
channels. In fact, some banks are doing 
business exclusively via the Internet — 
they do not have traditional banking 
o�ces and only reach their customers 
online. Other �nancial institutions are 
using the Internet as an alternative 
delivery channel to reach existing custom-
ers and attract new customers.

Branding:

Relationship building is a strategic priori-
ty for many banks. Internet banking 
technology and products can provide 
means for banks to develop and maintain 
an ongoing relationship with their 
customers by o�ering easy access to a 
broad array of products and services. By 
capitalizing on brand identi�cation and 
by providing a broad array of �nancial 
services, banks hope to build customer 
loyalty, cross-sell and enhance repeat 
business.

Customer Demographics:

Internet banking allows banks to o�er a 
wide array of options to their banking 
customers. Some customers will rely on 
traditional branches to conduct their 
banking business. For many, this is the 
most comfortable way for them to 
transact their banking business. �ose 
customers place a premium on 
person-to-person contact. Other custom-
ers are early adopters of new technologies 
that arrive in the market place. �ese 
customers were the �rst to obtain PCs and 
the �rst to employ them in conducting 
their banking business. �e demographics 
of banking customers will continue to 
change. �e challenge to banks is to 
understand their customer base and �nd 
the right mix of delivery channels to 
deliver products and services pro�tably to 
their various market segments.

Types of Internet Banking:

Understanding the various types of 
Internet banking products will help 
examiners assess the risks involved. 
Currently, the following three basic kinds 
of Internet banking are being employed in 
the market place:-

Informational:

�is is the basic level of Internet banking. 
Typically, the bank has marketing informa-
tion about the bank’s products and servic-
es on a stand-alone server. �e risk is 
relatively low, as informational systems 
typically have no path between the server 
and the bank’s internal network. �is level 
of Internet banking can be provided by the 
bank or outsourced. While the risk to a 
bank is relatively low, the server or web site 
may be vulnerable to the alteration. 
Appropriate controls therefore must be in 
place to prevent unauthorized alterations 
to the bank’s server or web site.
 
Communicative:

�is type of Internet banking system 
allows some interaction between the 
bank’s systems and the customer. �e 
interaction may be limited to electronic 
mail; account inquiry, loan applications, 
or static �le updates (name and address 
changes). Because these servers may have a 
path to the bank’s internal networks, the 
risk is higher with this con�guration than 
with informational systems. Appropriate 

controls need to be in place to prevent, 
monitor and alert management of any 
unauthorized attempt to access the bank’s 
internal networks and computer systems. 
Virus controls also become much more 
critical in this environment.

 Transactional:

�is level of Internet banking allows 
customers to execute transactions. Since a 
path typically exists between the server 
and the bank’s or outsourcer’s internal 
network, this is the highest risk architec-
ture and must have the strongest controls. 
Customer transactions can include access-
ing accounts, paying bills, transferring 
funds etc.

Meeting Today’s Customer Needs in 
Internet Banking:

•

•

•

•

•

•

 Internet banking has come a long way 
since �rst-generation solutions were 
introduced. Typically, these older 
solutions merely allow customers to view 
their statements online, conduct transfers 
between accounts and pay bills to utility 
providers, telephone companies and 
�nancial institutions. Over time, online 
bankers have started demanding more 
from their Internet Banking Solution-es-
pecially younger customers who are used 
to instant access to information. Fortu-
nately, there are now comprehensive, 
secure, high-performance Internet 
Banking Solutions available that meet 
their many �nancial needs-reducing the 
costly risk of losing online bankers to the 
competition.

 Customers are looking for added 
functionality in multiple areas. Enhancing 
customer access to statement history is 
critical. �ree of the top online banking 
institutions supply seven full years of 
statement history access within 48 hours. 
Easy access to online statements enables 
customers to research transaction history 

and also help deliver peace of mind 
required to migrate to paper statement 
suppression—a key cost bene�t to banks.
 
Impact of E-banking on Traditional 
Services:

One of the issues currently being 
addressed is the impact of e-banking on 
traditional banking players. A�er all, if 
there are risks inherent in going into 
e-banking there are other risks in not 
doing so. It is too early to have a �rm view 
on this yet. Even to practitioners the 
future of e-banking and its implications 
are unclear. It might be convenient never-
theless to outline brie�y two views that are 
prevalent in the market. �e view that the 
Internet is a revolution that will sweep 
away the old order holds much sway. 
Arguments in favor are as follows:

•

•

•

Risks Involved in Internet Banking:

Credit Risk:

Credit risk is the risk to earnings or capital 
arising from an obligor’s failure to meet 
the terms of any contract with the bank or 
otherwise to perform as agreed. Credit 

risk is found in all activities where success 
depends on counterparty, issuer or 
borrower performance. It arises any time 
bank funds are extended, committed, 
invested or otherwise exposed through 
actual or implied contractual agreements, 
whether on or o� the bank's balance sheet. 
Internet banking provides the opportuni-
ty for banks to expand their geographic 
range. Customers can reach a given 
institution from literally anywhere in the 
world. In dealing with customers over the 
Internet, without any personal contact, it 
is challenging for institutions to verify the 
bona�des of their customers, which is an 
important element in making sound 
credit decisions. Verifying collateral and 
perfecting security agreements also can be 
challenging with out-of-area borrowers. 
Unless properly managed, Internet 
banking could lead to a concentration in 
out-of-area credits or credits within a 
single industry. Moreover, the question of 
which state’s or country’s laws control an 
Internet relationship is still developing. 
E�ective management of a portfolio of 
loans obtained through the Internet 
requires that the board and management 
understand and control the bank’s lending 
risk pro�le and credit culture. �ey must 
assure that e�ective policies, processes and 
practices are in place to control the risk 
associated with such loans.

Interest Rate Risk:

Interest rate risk is the risk to earnings or 
capital arising from movements in interest 
rates. From an economic perspective, a 

bank focuses on the sensitivity of the value 
of its assets, liabilities and revenues to 
changes in interest rates. Interest rate risk 
arises from di�erences between the timing 
of rate changes and the timing of cash 
�ows (re-pricing risk); from changing rate 
relationships among di�erent yield curves 
a�ecting bank activities (basis risk); from 
changing rate relationships across the 
spectrum of maturities (yield curve risk); 
and from interest-related options embed-
ded in bank products (options risk). 
Evaluation of interest rate risk must 
consider the impact of complex, illiquid 
hedging strategies or products, and also 
the potential impact that changes in 
interest rates will have on fee income. In 
those situations where trading is separate-
ly managed, this refers to structural 
positions and not trading portfolios. 
Internet banking can attract deposits, 
loans, and other relationships from a 
larger pool of possible customers than 
other forms of marketing. Greater access 
to customers who primarily seek the best 
rate or term reinforces the need for 
managers to maintain appropriate 
asset/liability management systems, 
including the ability to react quickly to 
changing market conditions.

Liquidity Risk:

Liquidity risk is the risk to earnings or 
capital arising from a bank’s inability to 
meet its obligations when they come due, 
without incurring unacceptable losses. 
Liquidity risk includes the inability to 
manage unplanned changes in funding 

sources. Liquidity risk also arises from the 
failure to recognize or address changes in 
market conditions a�ecting the ability of 
the bank to liquidate assets quickly and 
with minimal loss in value. Internet 
banking can increase deposit volatility 
from customers who maintain accounts 
solely on the basis of rate or terms. 
Asset/liability and loan portfolio manage-
ment systems should be appropriate for 
products o�ered through Internet 
banking. Increased monitoring of liquidi-
ty and changes in deposits and loans may 
be warranted depending on the volume 
and nature of Internet account activities.

Price Risk:

Price risk is the risk to earnings or capital 
arising from changes in the value of traded 
portfolios of �nancial instruments. �is 
risk arises from market making, dealing 
and position taking in interest rate, 
foreign exchange, equity, and commodi-
ties markets. Banks may be exposed to 
price risk if they create or expand deposit 
brokering, loan sales or securitization 
programs as a result of Internet banking 
activities. Appropriate management 
systems should be maintained to monitor, 
measure and manage price risk if assets are 
actively traded.

Foreign Exchange Risk:

Foreign exchange risk is present when a 
loan or portfolio of loans is denominated 
in a foreign currency or is funded by 
borrowings in another currency. In some 

cases, banks will enter into multi-currency 
credit commitments that permit borrow-
ers to select the currency they prefer to use 
in each rollover period. Foreign exchange 
risk can be intensi�ed by political, social, 
or economic developments. �e conse-
quences can be unfavorable if one of the 
currencies involved becomes subject to 
stringent exchange controls or is subject 
to wide exchange-rate �uctuations.

Transaction Risk:

Transaction risk is the current and 
prospective risk to earnings and capital 
arising from fraud, error and the inability 
to deliver products or services, maintain a 
competitive position and manage 
information. Transaction risk is evident in 
each product and service o�ered and 
encompasses product development and 
delivery, transaction processing, systems 
development, computing systems, 
complexity of products and services and 
the internal control environment. A high 
level of transaction risk may exist with 
Internet banking products, particularly if 
those lines of business are not adequately 
planned, implemented, and monitored. 
Banks that o�er �nancial products and 
services through the Internet must be able 
to meet their customers’ expectations. 
Banks must also ensure they have the right 
product mix and capacity to deliver 
accurate, timely and reliable services to 
develop a high level of con�dence in their 
brand name. Customers who do business 
over the Internet are likely to have little 
tolerance for errors or omissions from 
�nancial institutions that do not have 
sophisticated internal controls to manage 
their Internet banking business. Likewise, 
customers will expect continuous availa-
bility of the product and Web pages that 
are easy to navigate. So�ware to support 
various Internet banking functions is 
provided to the customer from a variety of 
sources. Banks may support customers 
using customer-acquired or bank-supplied 
browsers or personal �nancial manager 
(PFM) so�ware. Good communications 
between banks and their customers will 
help manage expectations on the compati-
bility of various PFM so�ware products. 
Attacks or intrusion attempts on banks’ 
computer and network systems are a 
major concern. Studies show that systems 
are more vulnerable to internal attacks 
than external, because internal system 
users have knowledge of the system and 
access. Banks should have sound preven-

tive and detective controls to protect their 
Internet banking systems from exploita-
tion both internally and externally.  
Contingency and business resumption 
planning is necessary for banks to be sure 
that they can deliver products and services 
in the event of adverse circumstances. 
Internet banking products connected to a 
robust network may actually make this 
easier because back up capabilities can be 
spread over a wide geographic area. For 
example, if the main server is inoperable, 
the network could automatically reroute 
tra�c to a backup server in a di�erent 
geographical location. Security issues 
should be considered when the institution 
develops its contingency and business 
resumption plans. In such situations, 
security and internal controls at the 
backup location should be as sophisticat-
ed as those at the primary processing site. 
High levels of system availability will be a 
key expectation of customers and will 
likely di�erentiate success levels among 
�nancial institutions on the Internet. 
Banks that o�er bill presentment and 
payment will need a process to settle 
transactions between the bank, its 
customers, and external parties. In 
addition to transaction risk, settlement 
failures could adversely a�ect reputation, 
liquidity and credit risk.

Compliance Risk:

Compliance risk is the risk to earnings or 
capital arising from violations of, or 
non-conformance with, laws, rules, 
regulations, prescribed practices or ethical 
standards. Compliance risk also arises in 
situations where the laws or rules govern-
ing certain bank products or activities of 
the bank’s clients may be ambiguous or 
untested. Compliance risk exposes the 
institution to �nes, civil money penalties, 
payment of damages and the voiding of 
contracts.
 
 Compliance risk can lead to a dimin-
ished reputation, reduced franchise value, 
limited business opportunities, reduced 
expansion potential and lack of contract 
enforceability. Most Internet banking 
customers will continue to use other bank 
delivery channels. Accordingly, banks will 
need to make certain that their disclosures 
on Internet banking channels, including 
web sites, remain synchronized with other 
delivery channels to ensure the delivery of 
a consistent and accurate message to 
customers.

Strategic Risk:

Strategic risk is the current and prospec-
tive impact on earnings or capital arising 
from adverse business decisions, improper 
implementation of decisions, or lack of 
responsiveness to industry changes. �is 
risk is a function of the compatibility of 
an organization’s strategic goals, the 
business strategies developed to achieve 
those goals, the resources deployed 
against these goals and the quality of 
implementation. �e resources needed to 
carry out business strategies are both 
tangible and intangible. �e organiza-
tion’s internal characteristics must be 
evaluated against the impact of economic, 
technological, competitive, regulatory 
and other environmental changes. 
Management must understand the risks 
associated with Internet banking before 
they make a decision to develop a particu-
lar class of business. In some cases, banks 
may o�er new products and services via 
the Internet. It is important that manage-
ment understands the risks and rami�ca-
tions of these decisions. Su�cient levels of 
technology and MIS are necessary to 
support such a business venture. Because 
many banks will compete with �nancial 
institutions beyond their existing trade 
area, those engaging in Internet banking 
must have a strong link between the 
technology employed and the bank’s 
strategic planning process.

 Before introducing an Internet 
banking product, management should 
consider whether the product and 
technology are consistent with tangible 
business objectives in the bank’s strategic 
plan. �e bank also should consider 
whether adequate expertise and resources 
are available to identify, monitor, and 
control risk in the Internet banking 
business. �e planning and decision 
making process should focus on how a 
speci�c business need is being met by the 
Internet banking product, rather than 
focusing on the product as an independ-
ent objective. �e bank’s technology 
experts, along with its marketing and 
operational executives, should contribute 
to the decision making and planning 
process. �ey should ensure that the plan 
is consistent with the overall business 
objectives of the bank and is within the 
bank’s risk tolerance. New technologies, 
especially the Internet, could bring about 
rapid changes in competitive forces. 
Accordingly, the strategic vision should 

determine the way the Internet banking 
product line is designed, implemented, 
and monitored.

Reputation Risk:

Reputation risk is the current and 
prospective impact on earnings and 
capital arising from negative public 
opinion. �is a�ects the institution’s 
ability to establish new relationships or 
services or continue servicing existing 
relationships. �is risk may expose the 
institution to litigation, �nancial loss or a 
decline in its customer base. Reputation 
risk exposure is present throughout the 
organization and includes the responsibil-
ity to exercise an abundance of caution in 
dealing with customers and the communi-
ty. A bank’s reputation can su�er if it fails 
to deliver on marketing claims or to 
provide accurate, timely services. �is can 
include failing to adequately meet 
customer credit needs, providing unrelia-
ble or ine�cient delivery systems, untime-
ly responses to customer inquiries, or 
violations of customer privacy expecta-
tions. A bank’s reputation can be damaged 
by Internet banking services that are 
poorly executed or otherwise alienate 
customers and the public. Well designed 
marketing, including disclosures, is one 
way to educate potential customers and 
help limit reputation risk. Customers 
must understand what they can reasona-
bly expect from a product or service and 
what special risks and bene�ts they incur 
when using the system. As such, market-
ing concepts need to be coordinated 
closely with adequate disclosure 
statements. A bank should not market the 
bank’s Internet banking system based on 
features or attributes the system does not 
have. �e marketing program must 
present the product fairly and accurately.

 Banks should carefully consider how 
connections to third parties are presented 
on their web sites. Hypertext links are 
o�en used to enable a customer to link to 
a third party. Such links may re�ect an 
endorsement of the third party’s products 
or services in the eyes of the customer. It 
should be clear to the customer when they 
have le� the bank’s Web site so that there 
is no confusion about the provider of the 
speci�c products and services o�ered or 
the security and privacy standards that 
apply. Similarly, adequate disclosures 
must be made so that customers can 
distinguish between insured and nonin-
sured products. Banks need to be sure that 
their business continuity plans include 
the Internet banking business. Regular 
testing of the business continuity plan, 
including communications strategies with 
the press and public, will help the bank 
ensure it can respond e�ectively and 
promptly to any adverse customer or 
media reactions.

Issues in Internet Banking:

Financial institutions, their card associa-
tions, and vendors are working to develop 
an Internet payment infrastructure to 
help make electronic commerce secure. 
Many in the banking industry expect 
signi�cant growth in the use of the 
Internet for the purchase of goods and 
services and electronic data interchange. 
�e banking industry also recognizes that 
the Internet must be secure to achieve a 
high level of con�dence with both 
consumers and businesses. Sound 
management of banking products and 
services, especially those provided over 
the Internet, is fundamental to maintain-
ing a high level of public con�dence not 
only in the individual bank and its brand 
name but also in the banking system as a 

whole. Key components that will help 
maintain a high level of public 
con�dence in an open network environ-
ment include:

Security:

 Security is an issue in Internet banking 
systems. Some banks allow for direct 
dial-in access to their systems over a 
private network while others provide 
network access through the Internet. 
Although the publicly accessible Internet 
generally may be less secure, both types of 
connections are vulnerable to intercep-
tion and alteration. For example, 
hardware or so�ware “sni�ers” can obtain 
passwords, account numbers, credit card 
numbers, etc. without regard to the means 
of access.

 Banks therefore must have a sound 
system of internal controls to protect 
against security breaches for all forms of 
electronic access. A sound system of 
preventive, detective, and corrective 
controls will help assure the integrity of 
the network and the information it 
handles.  Firewalls are frequently used 
on Internet banking systems as a securi-
ty measure to protect internal systems 
and should be considered for any system 
connected to an outside network. 
Firewalls are a combination of hardware 
and so�ware placed between two 
networks through which all tra�c must 
pass, regardless of the direction of �ow. 

�ey provide a gateway to guard against 
unauthorized individuals gaining access 
to the bank’s network. �e mere 
presence of a �rewall does not assure 
logical security. Firewalls are not 
impenetrable and must be con�gured to 
meet a speci�c operating environment. 
�ey also must be evaluated and main-
tained on a regular basis to assure their 
e�ectiveness and e�ciency. Individuals 
who are technically competent must 
perform the installation, con�guration, 
evaluation and maintenance of 
�rewalls. �e speci�c risks involved may 
require a broad range of security 
controls.

Trust:

 Trust is another issue in Internet banking 
systems. As noted in the previous discus-
sion, public and private key cryptographic 
systems can be used to secure information 
and authenticate parties in transactions in 
cyberspace. A trusted third party is a 
necessary part of the process. �at third 
party is the certi�cate authority.

 A certi�cate authority is a trusted 
third party that veri�es identities in 
cyberspace. Some people think of the 
certi�cate authority functioning like an 
online notary. �e basic concept is that a 
bank, or other third party, uses its good 
name to validate parties in transactions. 
�is is similar to the historic role banks 
have played with letters of credit, where 
neither the buyer nor seller knew each 
other but both parties were known to 
the bank. �us the bank uses its good 
name to facilitate the transaction for a 
fee.

Privacy:

Privacy is a consumer issue of increasing 
importance. Banks that recognize and 
respond to privacy issues in a proactive 
way make this a positive attribute for the 
bank and a bene�t for its customers. 
Public concerns over the proper versus 
improper accumulation and use of 
personal information are likely to increase 
with the continued growth of electronic 
commerce and the Internet. Providers 
who are sensitive to these concerns have 
an advantage over those who do not.

Availability:

�is is another component in maintain-
ing a high level of public con�dence in a 
network environment. All of the 
previous components are of little value if 
the network is not available and conven-
ient to customers. Users of a network 
expect access to systems 24 hours per 
day, seven days a week. Among the 
considerations associated with system 
availability are capacity, performance 
monitoring, redundancy, and business 
resumption. Banks and their vendors 
who provide Internet banking products 
and services need to make certain they 
have the capacity in terms of hardware 
and so�ware to consistently deliver a 
high level of service. In addition, perfor-
mance monitoring techniques will 
provide management with information 
such as the volume of tra�c, the 
duration of transactions, and the 
amount of time customers must wait for 
service. Monitoring capacity, downtime, 
and performance on regular basis will 
help management assure a high level of 

availability for their Internet banking 
system.

In conclusion e-banking creates issues for 
banks and regulators alike. For their part, 
banks should:

•

•

•

•

•

•
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Q.1  One of the three directors of a 
company is adjudged insolvent. How 
would you deal with the situation?

Ans.  A company is in its own right an 
independent entity. Hence, insolvency of 
a director will not a�ect it except that the 
insolvent director will no more remain a 
director.

 �e minimum number of directors 
required under Companies Act  shall be 
maintained by �lling the vacancy caused 
by relinquishing the o�ce by the 
insolvent director.

Q.2  �e Juvenile Club wishes to open 
an account with your branch. What 
formalities will be observed while 
acceding to its request? 

Ans.  �e following documents will be 
acquired before opening the club’s 
account: 

  �e original copy of the bye laws / 
rules and regulations / constitution will 
be required along with a photo copy 
thereof. However, the original will be 
returned a�er comparing and attesting 
the photocopy which shall be retained as 
a permanent record. 

• 

•

•

•

•

Q.3  �e Hill Park Apartments 
Residents’ Welfare Association has a 
current account at your branch which is 
operated as under: 

 By the �nance secretary jointly with the 
secretary general. 
(OR) 
By the �nance secretary jointly with the 
president or the secretary general.

�e secretary general is reported dead. 
Later, a cheque signed jointly by the 
�nance secretary and the secretary 
general is presented in clearing. Will 
the cheque be paid? Relate your answer 
in both the situations listed above.

Ans.  �e cheque will be paid in both 
the situations as the deceased had signed 
in the representative capacity and not in 
his personal capacity.

 Nevertheless, in the �rst situation, 
operation in the account will be stopped 
till new incumbent to the slot of secretary 
general is duly elected or an alternate 
mandate is received authorizing some 
other o�ce bearer to operate the account 
jointly with the �nance secretary until 
the o�ce of secretary general is �lled.

 In the second situation, however, the 
account shall run unhampered as the 
president will be available to operate the 
account jointly with the �nance secretary. 

Q.4  What precautions will be 
observed while opening and handling a 
trust account?

Ans.  A trust is governed by its trust 
deed. Hence, the account should be 
opened and allowed to be operated upon 
exactly in conformity with the provisions 
of the trust deed. Should the trust deed 
be silent as regard opening and operating 
the account, all the trustees must sign the 
account opening form and all will be 
required to operate jointly unless trustees 
are speci�cally authorised to delegate 
such powers.

 Objects of the trust must be kept in 
view. It is advisable that a note to that 
e�ect be put on the account opening 
form and specimen signature card. Any 
transaction that vividly defeats the 
objects of the trust should not be 
allowed. For example, a cheque payable 
to a wine store drawn on the account of a 

trust formed to promote Qur’anic teach-
ings does not warrant payment without 
alleging bank for negligence.

 A certi�ed copy of the trust deed should 
be preserved in the record. It is advisable 
that the trust deed should be studied 
thoroughly by the concerned sta� to ensure 
that no violation takes place at any stage. 

Q.5  How will the bank behave in the 
following situations?  

a)

b)

c)

d)

Ans.  (a) and (b) Section 10 of the 
Negotiable Instruments Act quali�es 
“payment in due course” as payment made 
“---without negligence to any person in 
possession thereof (of the instrument) 
under circumstances which do not a�ord 
a reasonable ground for believing that he 
is not entitled to receive payment---”.

 Payment made in the given situations 
would be tantamount as having been 
made with negligence under the circum-
stances which on the face of it indicated 
that the person receiving the payment 
was not entitled to receive it. �is section 
when read with section 85 of the Act 
would suggest that the bank will not be 
discharged by making this payment.  In 
both the situations, the bank will not be 
inclined to make payment.

c)

d)

A trustee who is authorised to 
operate the trust account singly 
draws a cheque payable to himself 
on the trust account and deposits it 
in his personal account also main-
tained with you.

A cheque received from a third 
party favouring trust account is 
deposited in the personal account 
of the sole trustee.

A cheque signed by a deceased 
trustee is presented for payment 
a�er information of his death had 
been received by the bank.

One of the trustees is reported dead.

Since the cheque was signed in the 
�duciary capacity and not in the 
personal capacity by the deceased, it 
will be paid.
  
�e bank will act according to what 
was laid down in the trust deed as 
regard the situation in question.                                                                                                                                                                                   
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Ans.  �e cheque will be paid in both 
the situations as the deceased had signed 
in the representative capacity and not in 
his personal capacity.

 Nevertheless, in the �rst situation, 
operation in the account will be stopped 
till new incumbent to the slot of secretary 
general is duly elected or an alternate 
mandate is received authorizing some 
other o�ce bearer to operate the account 
jointly with the �nance secretary until 
the o�ce of secretary general is �lled.

 In the second situation, however, the 
account shall run unhampered as the 
president will be available to operate the 
account jointly with the �nance secretary. 

Q.4  What precautions will be 
observed while opening and handling a 
trust account?

Ans.  A trust is governed by its trust 
deed. Hence, the account should be 
opened and allowed to be operated upon 
exactly in conformity with the provisions 
of the trust deed. Should the trust deed 
be silent as regard opening and operating 
the account, all the trustees must sign the 
account opening form and all will be 
required to operate jointly unless trustees 
are speci�cally authorised to delegate 
such powers.

 Objects of the trust must be kept in 
view. It is advisable that a note to that 
e�ect be put on the account opening 
form and specimen signature card. Any 
transaction that vividly defeats the 
objects of the trust should not be 
allowed. For example, a cheque payable 
to a wine store drawn on the account of a 

trust formed to promote Qur’anic teach-
ings does not warrant payment without 
alleging bank for negligence.

 A certi�ed copy of the trust deed should 
be preserved in the record. It is advisable 
that the trust deed should be studied 
thoroughly by the concerned sta� to ensure 
that no violation takes place at any stage. 

Q.5  How will the bank behave in the 
following situations?  

a)

b)

c)

d)

Ans.  (a) and (b) Section 10 of the 
Negotiable Instruments Act quali�es 
“payment in due course” as payment made 
“---without negligence to any person in 
possession thereof (of the instrument) 
under circumstances which do not a�ord 
a reasonable ground for believing that he 
is not entitled to receive payment---”.

 Payment made in the given situations 
would be tantamount as having been 
made with negligence under the circum-
stances which on the face of it indicated 
that the person receiving the payment 
was not entitled to receive it. �is section 
when read with section 85 of the Act 
would suggest that the bank will not be 
discharged by making this payment.  In 
both the situations, the bank will not be 
inclined to make payment.

c)

d)

A resolution passed by the managing 
committee of the club for opening 
the account with your bank signed 
by the secretary and the president of 
the club.

�e mandate to operate upon the 
account along with the attested 
signatures of the o�cial(s) author-
ised to operate, signed by the 
secretary and president of the 
club.

Account opening form and 
specimen signature card signed by 
the authorised o�ce bearers. Prefer-
ably, these signatures may be 
obtained before a bank o�cer and 
attested by him.

If the club is unregistered, extra 
ordinary care should be exercised in 
monitoring its operation.

No advance is to be allowed in an 
unregistered club. A warning to that 
e�ect may be recorded on all the 
relevant documents. 

A trustee who is authorised to 
operate the trust account singly 
draws a cheque payable to himself 
on the trust account and deposits it 
in his personal account also main-
tained with you.

A cheque received from a third 
party favouring trust account is 
deposited in the personal account 
of the sole trustee.

A cheque signed by a deceased 
trustee is presented for payment 
a�er information of his death had 
been received by the bank.

One of the trustees is reported dead.

Since the cheque was signed in the 
�duciary capacity and not in the 
personal capacity by the deceased, it 
will be paid.
  
�e bank will act according to what 
was laid down in the trust deed as 
regard the situation in question.                                                                                                                                                                                   
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Since the cheque was signed in the 
�duciary capacity and not in the 
personal capacity by the deceased, it 
will be paid.
  
�e bank will act according to what 
was laid down in the trust deed as 
regard the situation in question.                                                                                                                                                                                   

bank that pursues the policy of running without risk soon 
becomes asinus ad lyram – one unsuited for an occupa-
tion. �e doctrine “no risk, no game” is typical of banking 

operations. However, a bank that undertakes excessive risks or takes 
risks without visualizing their magnitude and impact is bound to 
sustain heavy loss.
 
 Risk is a multifaceted phenomenon and according to the SBP 
Circular referred above has been categorized as Credit, Market, 
Liquidity and Operational risk. 

Guiding Principles of Risk Management:

�e process of risk management begins well before taking a risk and 
continues until it is liquidated. Guiding principles prescribed to 
manage risks include: 

•

State Bank of Pakistan has defined risk in 
BSD Circular # 07 dated 15th August 2013 

as “a possibility that the outcome of an 
action or event could bring up adverse 

impacts.” As could be inferred from this 
definition, credit risk arises when an 

obligor either due to unwillingness or 
owing to impaired financial resources 

fails to meet his obligations.

Given these definitions, every deal or 
transaction that a bank undertakes has in 
its fold some risk. This, however, does not 
mean that a risk is always materialized. It 
remains simply as a ‘probability’ with, of 

course, varying degree of certainty. No 
sooner it turns up into reality, it remains 

no more a risk; it becomes an actual loss.

CREDIT RISK MANAGEMENT
Management in Banking: Risk Management-I;

By Dr. S. Sabir A. Jaffery

�e o�cials to whom the job of risk management is assigned 
should be fairly seniors who are expected to be well versed with all 
aspects of risk such as nature, size net of margin, degree of certain-
ty, current throw-away price of security, credibility and creditwor-

•

•

•

•

•

•

•

•

Managing Credit Risk

 Credit risk arises when a borrower is 
either unwilling to service his debt as per 
agreement or when his repaying capacity 
is impaired.

 Generally speaking, advances are the 
largest and the most probable source of 
credit risk. However, to have more 
realistic view of financial health of the 
bank, in addition to direct accounting 
losses, credit risk should also be measured 
in terms of transaction costs, opportunity 
costs and expenses incurred on maintain-
ing non-performing assets. 

 Credit risk may sometime accompany 
other risks. For example, a swelling 
non-performing credit portfolio may 
trigger liquidity problem. 

 Operational methodology of risk 
management adopted by banks primarily 
depends upon the size, nature and quality 
of their credit portfolios. Nevertheless, 
there are certain requisites of risk manage-
ment methodology which apply to all 
financial institutions indiscriminately.  
These are:

•

•

•

•

•

•

Top Brass at the Task:

 In order to be effective and meaning-
ful, risk management endeavours must 
start from the top and travel down the 
line. The Board of Directors (BOD) 
shall devise policies which will be 
transformed into procedure and imple-

mented and monitored by senior 
management. 

 Mere formulation of policy and proce-
dure shall not yield the desired result. 
These ought to be communicated upto 
the lowest level of hierarchy from where it 
is implemented. 

 To keep pace with the time, the 
policies and procedures need to be period-
ically reviewed by senior management and 
the BOD and necessary changes should 
be made as and when deemed necessary.

Operational Methodology / Risk 
Management Framework:

 Risk management framework should 
be self-contained so as to cover the entire 
spread of risks. It should clearly and 
precisely define the complete methodolo-
gy of risk management covering early risk 
identification, measuring risk magnitude, 
monitoring risk and reporting to 
controlling authorities with required 
frequency. An ideal framework should 
also be flexible to accommodate any 
changes in the bank’s credit activities. 

 The framework should also provide 
for an ongoing review of procedure and 
policies of risk management. Moreover, 
the executives responsible for review 
should be independent of risk-taking units 
and report directly to top management.

 Further, the framework should have in 
its fold an effective management informa-
tion system that ensures smooth flow of 
information from operating point to 
control level.

thiness of the principal debtor and the 
guarantor, if any, validity of 
documents, legal formalities etc.
  
 Risk taking decisions should be in line 
with the business strategy of the bank 
and should not have been incurred in 
violation of the policy decisions made 
by the Board of Directors.

Overdue debts cases should be 
handled skillfully lest they are turned 
into classi�ed advances. Recovery 
measures should, as far as possible; be 
commensurate with the practices 
generally followed by banks and 
non-banking �nancial institutions. 

Provision should be made for all bad 
and doubtful debts. Branches normal-
ly apply interest on stuck up advances 
and credit it to their income account. 
�is is highly irregular. Amount of 
interest accrued on such accounts 
should be placed in some o�ce 
account, such as Sundry Deposits 
Account and credited to income 
account only a�er actual recovery.

At times, it happens that the borrower 
is in genuine di�culty for funds. In 
such a situation, further advance may 
be tenable to rejuvenate him back in 
the business to reinforce his repaying 
capacity. �e concerned o�cials 
should be experienced and intelligent 
enough to distinguish between 
unwillingness and incapacity of the 
debtor to service his debt. 

In addition to the viable security, 
adequate margin must be retained 
against each advance, depending upon 
the nature of advance and creditwor-
thiness of the debtor. Liabilities such 
as L.Cs. and guarantees should be 
covered with adequate margin / 
counter guarantees. 

More o�en than not, borrowers resort 
to multiple borrowings. �e banker 
monitoring the risk management 
measures should manipulate market 
intelligence to timely get information 
of such incidences.  

Most important thing in respect of 
advances is the creditworthiness and 
credibility of the borrower which 
should be thoroughly vetted while 
processing a proposal. In other words, 

the credit operations of a vigilant bank 
should primarily base on in-depth 
understanding of its customers.
 
Last but not the least the availability 
of su�cient capital as a bu�er to take 
the risk. 

Risk Management- An Integrated 
Function:

Various types of risks are interrelated. For 
instance, operational risk tends to create 
financial risk which, in turn, may incite 
liquidity risk. The risk management 
framework should, therefore, be all-per-
vading, thereby recognizing and reflecting 
interactions between different categories 
of risks spread over entire business activi-
ties of the bank.

The risk management framework is also 
expected to provide to senior manage-
ment, while it (senior management) is 
assessing and managing risks, an overall 
view of bank’s entire exposure.

Measuring the Risks : 

To have effective control over risks, it is 
desirable to periodically assess, evaluate 
and measure the quantum and magnitude 
of risks. A number of qualitative and 
quantitative techniques to measure risk 
inherent in credit portfolio have been 
evolved. A well structured credit rating 
framework is an important tool for moni-
toring and controlling risk inherent in 
individual credits as well as in credit 
portfolios.

 A bank should adopt one that suits it 
keeping in view its size and nature of 
portfolio. However, in addition to direct 
accounting loss, costs such as opportunity 
costs, transaction costs and expenses 
associated with non-performing assets 
should also be viewed as credit risk.

 The clear view of overall exposure thus 
provided will help management make 

viable decisions regarding expansion and 
future development plans of the bank.

 In areas of activities where quantifica-
tion of risk is not practicable, qualitative 
measures need to be taken to size up the 
risks involved. This can possibly be done 
by the staff having ample knowledge and 
expertise.  The staff entrusted with this 
job should have exhaustive training. 
Keeping in view the specialty of the task 
ahead, there should be a separate cadre of 
risk management staff which like other 
members of staff should not be subjected 
to frequent job rotation. 

Managing Bad and Doubtful Debts: 

If due care is exercised before granting a 
credit, worthwhile marketable security is 
obtained retaining adequate margin 
against the amount advanced, current 
value of the security is assessed with 
reasonable intervals, a regular review of 
the credit is undertaken as an established 
policy of the bank, a watchful eye is kept 
on the reputation of the borrower vis-a-vis 
integrity through market intelligence 
then there hardly remains any room for 
the advance going bad or doubtful. 

 Despite all the necessary precautions 
taken, an advance may turn out to be 
problematic. It is, therefore, desirable to 
set up a mechanism that helps identify a 
problem loan sufficiently in advance 
when more remedial options may be 
available.

 Along with other actions matching the 
situation, following precautionary steps 
are advised to deal with the problem 
loans:

Personal Contacts:

• 

•

Effective Follow-up:

•

Alternate Remedial Measures:

•

Contingency Plan:

 Banks should look ahead not only 
for expansion and development but also 
for stress situations. There should be a 
properly organized setup to which the 
task of looking into future as an ongo-
ing process is assigned. Steps should 
also be taken by this setup to manage 
the volatile situation sufficiently in 
advance under structured plan. This 
plan should be reviewed regularly and 
periodically. 

BANKING
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bank that pursues the policy of running without risk soon 
becomes asinus ad lyram – one unsuited for an occupa-
tion. �e doctrine “no risk, no game” is typical of banking 

operations. However, a bank that undertakes excessive risks or takes 
risks without visualizing their magnitude and impact is bound to 
sustain heavy loss.
 
 Risk is a multifaceted phenomenon and according to the SBP 
Circular referred above has been categorized as Credit, Market, 
Liquidity and Operational risk. 

Guiding Principles of Risk Management:

�e process of risk management begins well before taking a risk and 
continues until it is liquidated. Guiding principles prescribed to 
manage risks include: 

•

“State Bank of Paki-
stan has defined risk 
in BSD Circular # 07 
dated 15th August 

2013 as, “a possibili-
ty that the outcome 

of an action or event 
could bring up ad-

verse impacts.”

�e o�cials to whom the job of risk management is assigned 
should be fairly seniors who are expected to be well versed with all 
aspects of risk such as nature, size net of margin, degree of certain-
ty, current throw-away price of security, credibility and creditwor-

•

•

•

•

•

•

•

•

Managing Credit Risk

 Credit risk arises when a borrower is 
either unwilling to service his debt as per 
agreement or when his repaying capacity 
is impaired.

 Generally speaking, advances are the 
largest and the most probable source of 
credit risk. However, to have more 
realistic view of financial health of the 
bank, in addition to direct accounting 
losses, credit risk should also be measured 
in terms of transaction costs, opportunity 
costs and expenses incurred on maintain-
ing non-performing assets. 

 Credit risk may sometime accompany 
other risks. For example, a swelling 
non-performing credit portfolio may 
trigger liquidity problem. 

 Operational methodology of risk 
management adopted by banks primarily 
depends upon the size, nature and quality 
of their credit portfolios. Nevertheless, 
there are certain requisites of risk manage-
ment methodology which apply to all 
financial institutions indiscriminately.  
These are:

•

•

•

•

•

•

Top Brass at the Task:

 In order to be effective and meaning-
ful, risk management endeavours must 
start from the top and travel down the 
line. The Board of Directors (BOD) 
shall devise policies which will be 
transformed into procedure and imple-

mented and monitored by senior 
management. 

 Mere formulation of policy and proce-
dure shall not yield the desired result. 
These ought to be communicated upto 
the lowest level of hierarchy from where it 
is implemented. 

 To keep pace with the time, the 
policies and procedures need to be period-
ically reviewed by senior management and 
the BOD and necessary changes should 
be made as and when deemed necessary.

Operational Methodology / Risk 
Management Framework:

 Risk management framework should 
be self-contained so as to cover the entire 
spread of risks. It should clearly and 
precisely define the complete methodolo-
gy of risk management covering early risk 
identification, measuring risk magnitude, 
monitoring risk and reporting to 
controlling authorities with required 
frequency. An ideal framework should 
also be flexible to accommodate any 
changes in the bank’s credit activities. 

 The framework should also provide 
for an ongoing review of procedure and 
policies of risk management. Moreover, 
the executives responsible for review 
should be independent of risk-taking units 
and report directly to top management.

 Further, the framework should have in 
its fold an effective management informa-
tion system that ensures smooth flow of 
information from operating point to 
control level.

thiness of the principal debtor and the 
guarantor, if any, validity of 
documents, legal formalities etc.
  
 Risk taking decisions should be in line 
with the business strategy of the bank 
and should not have been incurred in 
violation of the policy decisions made 
by the Board of Directors.

Overdue debts cases should be 
handled skillfully lest they are turned 
into classi�ed advances. Recovery 
measures should, as far as possible; be 
commensurate with the practices 
generally followed by banks and 
non-banking �nancial institutions. 

Provision should be made for all bad 
and doubtful debts. Branches normal-
ly apply interest on stuck up advances 
and credit it to their income account. 
�is is highly irregular. Amount of 
interest accrued on such accounts 
should be placed in some o�ce 
account, such as Sundry Deposits 
Account and credited to income 
account only a�er actual recovery.

At times, it happens that the borrower 
is in genuine di�culty for funds. In 
such a situation, further advance may 
be tenable to rejuvenate him back in 
the business to reinforce his repaying 
capacity. �e concerned o�cials 
should be experienced and intelligent 
enough to distinguish between 
unwillingness and incapacity of the 
debtor to service his debt. 

In addition to the viable security, 
adequate margin must be retained 
against each advance, depending upon 
the nature of advance and creditwor-
thiness of the debtor. Liabilities such 
as L.Cs. and guarantees should be 
covered with adequate margin / 
counter guarantees. 

More o�en than not, borrowers resort 
to multiple borrowings. �e banker 
monitoring the risk management 
measures should manipulate market 
intelligence to timely get information 
of such incidences.  

Most important thing in respect of 
advances is the creditworthiness and 
credibility of the borrower which 
should be thoroughly vetted while 
processing a proposal. In other words, 

the credit operations of a vigilant bank 
should primarily base on in-depth 
understanding of its customers.
 
Last but not the least the availability 
of su�cient capital as a bu�er to take 
the risk. 

Action by top brass.

Operational methodology or 
management framework.

Risk Management, an integrated 
function.

Risk Measurement. 

Bad and doubtful debts.

Contingency plan. 

Risk Management- An Integrated 
Function:

Various types of risks are interrelated. For 
instance, operational risk tends to create 
financial risk which, in turn, may incite 
liquidity risk. The risk management 
framework should, therefore, be all-per-
vading, thereby recognizing and reflecting 
interactions between different categories 
of risks spread over entire business activi-
ties of the bank.

The risk management framework is also 
expected to provide to senior manage-
ment, while it (senior management) is 
assessing and managing risks, an overall 
view of bank’s entire exposure.

Measuring the Risks : 

To have effective control over risks, it is 
desirable to periodically assess, evaluate 
and measure the quantum and magnitude 
of risks. A number of qualitative and 
quantitative techniques to measure risk 
inherent in credit portfolio have been 
evolved. A well structured credit rating 
framework is an important tool for moni-
toring and controlling risk inherent in 
individual credits as well as in credit 
portfolios.

 A bank should adopt one that suits it 
keeping in view its size and nature of 
portfolio. However, in addition to direct 
accounting loss, costs such as opportunity 
costs, transaction costs and expenses 
associated with non-performing assets 
should also be viewed as credit risk.

 The clear view of overall exposure thus 
provided will help management make 

viable decisions regarding expansion and 
future development plans of the bank.

 In areas of activities where quantifica-
tion of risk is not practicable, qualitative 
measures need to be taken to size up the 
risks involved. This can possibly be done 
by the staff having ample knowledge and 
expertise.  The staff entrusted with this 
job should have exhaustive training. 
Keeping in view the specialty of the task 
ahead, there should be a separate cadre of 
risk management staff which like other 
members of staff should not be subjected 
to frequent job rotation. 

Managing Bad and Doubtful Debts: 

If due care is exercised before granting a 
credit, worthwhile marketable security is 
obtained retaining adequate margin 
against the amount advanced, current 
value of the security is assessed with 
reasonable intervals, a regular review of 
the credit is undertaken as an established 
policy of the bank, a watchful eye is kept 
on the reputation of the borrower vis-a-vis 
integrity through market intelligence 
then there hardly remains any room for 
the advance going bad or doubtful. 

 Despite all the necessary precautions 
taken, an advance may turn out to be 
problematic. It is, therefore, desirable to 
set up a mechanism that helps identify a 
problem loan sufficiently in advance 
when more remedial options may be 
available.

 Along with other actions matching the 
situation, following precautionary steps 
are advised to deal with the problem 
loans:

Personal Contacts:

• 

•

Effective Follow-up:

•

Alternate Remedial Measures:

•

Contingency Plan:

 Banks should look ahead not only 
for expansion and development but also 
for stress situations. There should be a 
properly organized setup to which the 
task of looking into future as an ongo-
ing process is assigned. Steps should 
also be taken by this setup to manage 
the volatile situation sufficiently in 
advance under structured plan. This 
plan should be reviewed regularly and 
periodically. 

bank that pursues the policy of running without risk soon 
becomes asinus ad lyram – one unsuited for an occupa-
tion. �e doctrine “no risk, no game” is typical of banking 

operations. However, a bank that undertakes excessive risks or takes 
risks without visualizing their magnitude and impact is bound to 
sustain heavy loss.
 
 Risk is a multifaceted phenomenon and according to the SBP 
Circular referred above has been categorized as Credit, Market, 
Liquidity and Operational risk. 

Guiding Principles of Risk Management:

�e process of risk management begins well before taking a risk and 
continues until it is liquidated. Guiding principles prescribed to 
manage risks include: 

•

“State Bank of Paki-
stan has defined risk 
in BSD Circular # 07 
dated 15th August 

2013 as, “a possibili-
ty that the outcome 

of an action or event 
could bring up ad-

verse impacts.”

�e o�cials to whom the job of risk management is assigned 
should be fairly seniors who are expected to be well versed with all 
aspects of risk such as nature, size net of margin, degree of certain-
ty, current throw-away price of security, credibility and creditwor-

•

•

•

•

•

•

•

•

Managing Credit Risk

 Credit risk arises when a borrower is 
either unwilling to service his debt as per 
agreement or when his repaying capacity 
is impaired.

 Generally speaking, advances are the 
largest and the most probable source of 
credit risk. However, to have more 
realistic view of financial health of the 
bank, in addition to direct accounting 
losses, credit risk should also be measured 
in terms of transaction costs, opportunity 
costs and expenses incurred on maintain-
ing non-performing assets. 

 Credit risk may sometime accompany 
other risks. For example, a swelling 
non-performing credit portfolio may 
trigger liquidity problem. 

 Operational methodology of risk 
management adopted by banks primarily 
depends upon the size, nature and quality 
of their credit portfolios. Nevertheless, 
there are certain requisites of risk manage-
ment methodology which apply to all 
financial institutions indiscriminately.  
These are:

•

•

•

•

•

•

Top Brass at the Task:

 In order to be effective and meaning-
ful, risk management endeavours must 
start from the top and travel down the 
line. The Board of Directors (BOD) 
shall devise policies which will be 
transformed into procedure and imple-

mented and monitored by senior 
management. 

 Mere formulation of policy and proce-
dure shall not yield the desired result. 
These ought to be communicated upto 
the lowest level of hierarchy from where it 
is implemented. 

 To keep pace with the time, the 
policies and procedures need to be period-
ically reviewed by senior management and 
the BOD and necessary changes should 
be made as and when deemed necessary.

Operational Methodology / Risk 
Management Framework:

 Risk management framework should 
be self-contained so as to cover the entire 
spread of risks. It should clearly and 
precisely define the complete methodolo-
gy of risk management covering early risk 
identification, measuring risk magnitude, 
monitoring risk and reporting to 
controlling authorities with required 
frequency. An ideal framework should 
also be flexible to accommodate any 
changes in the bank’s credit activities. 

 The framework should also provide 
for an ongoing review of procedure and 
policies of risk management. Moreover, 
the executives responsible for review 
should be independent of risk-taking units 
and report directly to top management.

 Further, the framework should have in 
its fold an effective management informa-
tion system that ensures smooth flow of 
information from operating point to 
control level.

thiness of the principal debtor and the 
guarantor, if any, validity of 
documents, legal formalities etc.
  
 Risk taking decisions should be in line 
with the business strategy of the bank 
and should not have been incurred in 
violation of the policy decisions made 
by the Board of Directors.

Overdue debts cases should be 
handled skillfully lest they are turned 
into classi�ed advances. Recovery 
measures should, as far as possible; be 
commensurate with the practices 
generally followed by banks and 
non-banking �nancial institutions. 

Provision should be made for all bad 
and doubtful debts. Branches normal-
ly apply interest on stuck up advances 
and credit it to their income account. 
�is is highly irregular. Amount of 
interest accrued on such accounts 
should be placed in some o�ce 
account, such as Sundry Deposits 
Account and credited to income 
account only a�er actual recovery.

At times, it happens that the borrower 
is in genuine di�culty for funds. In 
such a situation, further advance may 
be tenable to rejuvenate him back in 
the business to reinforce his repaying 
capacity. �e concerned o�cials 
should be experienced and intelligent 
enough to distinguish between 
unwillingness and incapacity of the 
debtor to service his debt. 

In addition to the viable security, 
adequate margin must be retained 
against each advance, depending upon 
the nature of advance and creditwor-
thiness of the debtor. Liabilities such 
as L.Cs. and guarantees should be 
covered with adequate margin / 
counter guarantees. 

More o�en than not, borrowers resort 
to multiple borrowings. �e banker 
monitoring the risk management 
measures should manipulate market 
intelligence to timely get information 
of such incidences.  

Most important thing in respect of 
advances is the creditworthiness and 
credibility of the borrower which 
should be thoroughly vetted while 
processing a proposal. In other words, 

the credit operations of a vigilant bank 
should primarily base on in-depth 
understanding of its customers.
 
Last but not the least the availability 
of su�cient capital as a bu�er to take 
the risk. 

Action by top brass.

Operational methodology or 
management framework.

Risk Management, an integrated 
function.

Risk Measurement. 

Bad and doubtful debts.

Contingency plan. 

Risk Management- An Integrated 
Function:

Various types of risks are interrelated. For 
instance, operational risk tends to create 
financial risk which, in turn, may incite 
liquidity risk. The risk management 
framework should, therefore, be all-per-
vading, thereby recognizing and reflecting 
interactions between different categories 
of risks spread over entire business activi-
ties of the bank.

The risk management framework is also 
expected to provide to senior manage-
ment, while it (senior management) is 
assessing and managing risks, an overall 
view of bank’s entire exposure.

Measuring the Risks : 

To have effective control over risks, it is 
desirable to periodically assess, evaluate 
and measure the quantum and magnitude 
of risks. A number of qualitative and 
quantitative techniques to measure risk 
inherent in credit portfolio have been 
evolved. A well structured credit rating 
framework is an important tool for moni-
toring and controlling risk inherent in 
individual credits as well as in credit 
portfolios.

 A bank should adopt one that suits it 
keeping in view its size and nature of 
portfolio. However, in addition to direct 
accounting loss, costs such as opportunity 
costs, transaction costs and expenses 
associated with non-performing assets 
should also be viewed as credit risk.

 The clear view of overall exposure thus 
provided will help management make 

viable decisions regarding expansion and 
future development plans of the bank.

 In areas of activities where quantifica-
tion of risk is not practicable, qualitative 
measures need to be taken to size up the 
risks involved. This can possibly be done 
by the staff having ample knowledge and 
expertise.  The staff entrusted with this 
job should have exhaustive training. 
Keeping in view the specialty of the task 
ahead, there should be a separate cadre of 
risk management staff which like other 
members of staff should not be subjected 
to frequent job rotation. 

Managing Bad and Doubtful Debts: 

If due care is exercised before granting a 
credit, worthwhile marketable security is 
obtained retaining adequate margin 
against the amount advanced, current 
value of the security is assessed with 
reasonable intervals, a regular review of 
the credit is undertaken as an established 
policy of the bank, a watchful eye is kept 
on the reputation of the borrower vis-a-vis 
integrity through market intelligence 
then there hardly remains any room for 
the advance going bad or doubtful. 

 Despite all the necessary precautions 
taken, an advance may turn out to be 
problematic. It is, therefore, desirable to 
set up a mechanism that helps identify a 
problem loan sufficiently in advance 
when more remedial options may be 
available.

 Along with other actions matching the 
situation, following precautionary steps 
are advised to deal with the problem 
loans:

Personal Contacts:

• 

•

Effective Follow-up:

•

Alternate Remedial Measures:

•

Contingency Plan:

 Banks should look ahead not only 
for expansion and development but also 
for stress situations. There should be a 
properly organized setup to which the 
task of looking into future as an ongo-
ing process is assigned. Steps should 
also be taken by this setup to manage 
the volatile situation sufficiently in 
advance under structured plan. This 
plan should be reviewed regularly and 
periodically. 
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bank that pursues the policy of running without risk soon 
becomes asinus ad lyram – one unsuited for an occupa-
tion. �e doctrine “no risk, no game” is typical of banking 

operations. However, a bank that undertakes excessive risks or takes 
risks without visualizing their magnitude and impact is bound to 
sustain heavy loss.
 
 Risk is a multifaceted phenomenon and according to the SBP 
Circular referred above has been categorized as Credit, Market, 
Liquidity and Operational risk. 

Guiding Principles of Risk Management:

�e process of risk management begins well before taking a risk and 
continues until it is liquidated. Guiding principles prescribed to 
manage risks include: 

•

“Risk is a multifaceted phe-
nomenon and according to 

the SBP Circular referred 
above has been categorized 
as Credit, Market, Liquidity 

and Operational risk”

•

•

•

•

•

•

•

•

Managing Credit Risk

 Credit risk arises when a borrower is 
either unwilling to service his debt as per 
agreement or when his repaying capacity 
is impaired.

 Generally speaking, advances are the 
largest and the most probable source of 
credit risk. However, to have more 
realistic view of financial health of the 
bank, in addition to direct accounting 
losses, credit risk should also be measured 
in terms of transaction costs, opportunity 
costs and expenses incurred on maintain-
ing non-performing assets. 

 Credit risk may sometime accompany 
other risks. For example, a swelling 
non-performing credit portfolio may 
trigger liquidity problem. 

 Operational methodology of risk 
management adopted by banks primarily 
depends upon the size, nature and quality 
of their credit portfolios. Nevertheless, 
there are certain requisites of risk manage-
ment methodology which apply to all 
financial institutions indiscriminately.  
These are:

•

•

•

•

•

•

Top Brass at the Task:

 In order to be effective and meaning-
ful, risk management endeavours must 
start from the top and travel down the 
line. The Board of Directors (BOD) 
shall devise policies which will be 
transformed into procedure and imple-

mented and monitored by senior 
management. 

 Mere formulation of policy and proce-
dure shall not yield the desired result. 
These ought to be communicated upto 
the lowest level of hierarchy from where it 
is implemented. 

 To keep pace with the time, the 
policies and procedures need to be period-
ically reviewed by senior management and 
the BOD and necessary changes should 
be made as and when deemed necessary.

Operational Methodology / Risk 
Management Framework:

 Risk management framework should 
be self-contained so as to cover the entire 
spread of risks. It should clearly and 
precisely define the complete methodolo-
gy of risk management covering early risk 
identification, measuring risk magnitude, 
monitoring risk and reporting to 
controlling authorities with required 
frequency. An ideal framework should 
also be flexible to accommodate any 
changes in the bank’s credit activities. 

 The framework should also provide 
for an ongoing review of procedure and 
policies of risk management. Moreover, 
the executives responsible for review 
should be independent of risk-taking units 
and report directly to top management.

 Further, the framework should have in 
its fold an effective management informa-
tion system that ensures smooth flow of 
information from operating point to 
control level.

Risk Management- An Integrated 
Function:

Various types of risks are interrelated. For 
instance, operational risk tends to create 
financial risk which, in turn, may incite 
liquidity risk. The risk management 
framework should, therefore, be all-per-
vading, thereby recognizing and reflecting 
interactions between different categories 
of risks spread over entire business activi-
ties of the bank.

The risk management framework is also 
expected to provide to senior manage-
ment, while it (senior management) is 
assessing and managing risks, an overall 
view of bank’s entire exposure.

Measuring the Risks : 

To have effective control over risks, it is 
desirable to periodically assess, evaluate 
and measure the quantum and magnitude 
of risks. A number of qualitative and 
quantitative techniques to measure risk 
inherent in credit portfolio have been 
evolved. A well structured credit rating 
framework is an important tool for moni-
toring and controlling risk inherent in 
individual credits as well as in credit 
portfolios.

 A bank should adopt one that suits it 
keeping in view its size and nature of 
portfolio. However, in addition to direct 
accounting loss, costs such as opportunity 
costs, transaction costs and expenses 
associated with non-performing assets 
should also be viewed as credit risk.

 The clear view of overall exposure thus 
provided will help management make 

viable decisions regarding expansion and 
future development plans of the bank.

 In areas of activities where quantifica-
tion of risk is not practicable, qualitative 
measures need to be taken to size up the 
risks involved. This can possibly be done 
by the staff having ample knowledge and 
expertise.  The staff entrusted with this 
job should have exhaustive training. 
Keeping in view the specialty of the task 
ahead, there should be a separate cadre of 
risk management staff which like other 
members of staff should not be subjected 
to frequent job rotation. 

Managing Bad and Doubtful Debts: 

If due care is exercised before granting a 
credit, worthwhile marketable security is 
obtained retaining adequate margin 
against the amount advanced, current 
value of the security is assessed with 
reasonable intervals, a regular review of 
the credit is undertaken as an established 
policy of the bank, a watchful eye is kept 
on the reputation of the borrower vis-a-vis 
integrity through market intelligence 
then there hardly remains any room for 
the advance going bad or doubtful. 

 Despite all the necessary precautions 
taken, an advance may turn out to be 
problematic. It is, therefore, desirable to 
set up a mechanism that helps identify a 
problem loan sufficiently in advance 
when more remedial options may be 
available.

 Along with other actions matching the 
situation, following precautionary steps 
are advised to deal with the problem 
loans:

Personal Contacts:

• 

•

Effective Follow-up:

•

Alternate Remedial Measures:

•

Contingency Plan:

 Banks should look ahead not only 
for expansion and development but also 
for stress situations. There should be a 
properly organized setup to which the 
task of looking into future as an ongo-
ing process is assigned. Steps should 
also be taken by this setup to manage 
the volatile situation sufficiently in 
advance under structured plan. This 
plan should be reviewed regularly and 
periodically. 

Frequent contacts with the obligor 
coupled with meaningful negotiation 
proposing, inter alia, value addition to 
the security.

Regular contacts with market leaders 
to have dependable information about 
the borrower’s integrity and �nancial 
health well in time.

Rigorous and persistent e�orts made 
at the early stage are most likely to 
spare the banks from litigations and 
monetary losses.

Restructuring of repayment terms, 
reduction in mark-up, (some times 
waiver of even total mark-up is 
considered feasible to recover the 
principal), and enhancement in 
credit limit, although very sparingly, 
tend to increase obligor’s repaying 
capacity.  
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ing process is assigned. Steps should 
also be taken by this setup to manage 
the volatile situation sufficiently in 
advance under structured plan. This 
plan should be reviewed regularly and 
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Frequent contacts with the obligor 
coupled with meaningful negotiation 
proposing, inter alia, value addition to 
the security.

Regular contacts with market leaders 
to have dependable information about 
the borrower’s integrity and �nancial 
health well in time.

Rigorous and persistent e�orts made 
at the early stage are most likely to 
spare the banks from litigations and 
monetary losses.

Restructuring of repayment terms, 
reduction in mark-up, (some times 
waiver of even total mark-up is 
considered feasible to recover the 
principal), and enhancement in 
credit limit, although very sparingly, 
tend to increase obligor’s repaying 
capacity.  
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Humanizing the 

Ever since the world 
crisis of 2008, Enterprise 
Risk Management 
(ERM) occupies a cen-
tral position in running 
a financial institution. 
Banks, especially have 
chartered entire de-
partments dedicated 
to ERM. The aim of this 
article is to shed light 
on the humanizing 
aspects of ERM so that 
a wider range of audi-
ence can access the 
potential of ERM.

t is quite evident that ERM encompass-
es a myriad of diverse areas within itself. 
It does bring about a fruitful change in 
perspective to meet the unprecedented 
challenges we face today. ERM 

highlights that while recognizing facts (in 
form of quantitative analysis), it seems as if 
we only tend to scratch its surface as data, 
on its own, highlights results; whereas 
there are plenty of processes that culminate 
in data generation in the �rst place. �ere 
is an incredible depth once when we start 
looking beyond the facts into fact-making 
itself with fact-making being the human 
psychology of participants in the markets, 
our behavioral and cognitive tendencies 
and the risk mentality we adhere to. ERM 
has been immensely helpful in shi�ing the 
focus from result orientation to process 
orientation. Process oriented approach 
allows us to separate e�orts from results 
which are not positively correlated for 
most of the time. External and complex as 
well as random factors with their 
inter-connections continue to dominate 
the space between e�orts and results. �at 
is why many external risks like �nancial 
contagion to natural catastrophes can 
potentially bring ruin in results of compa-
nies despite our best e�orts.

                 ERM might be ‘perceived’ 
as more technical then it 

actually is due to communi-
cation gaps and barriers 

within di�erent stakeholders 
involved. To provide more 

common ground for mutual 
understanding, we have to 

emphasize that ERM is not just a 
problem to be solved; it is an experi-

ence to be lived. �at is why we contin-
uously try to nurture a mindset in 

which balancing of risk and rewards is 
fused in the very fabric of manage-
ment decision making. We do 

recognize that better than many sophis-

ticated terminologies are few explanations 
that bring about clari�cation. At the same 
time, we appreciate that there is more 
reason in data than many of our opinions. 
1+1 is not generally 2 when taken across 
aggregate of huge data sets. While we can 
reach generic hunches on market trends, 
data usually dissects these to separate the 
wheat from the cha�. It is quite o�en the 
case that data reveals a di�erent picture 
from our expectations. What is true for 
micro elements (on which we usually base 
our hunches) is not necessarily true when 
taken on a macro aggregate level. A case in 
point is when data orientation of NGOs 
showed that the poor do not adhere to the 
stereotypes that society usually pictures 
them in. �ey are far more versatile and can 
change their conditions given the platform.

 It is understood that there can be a 
potential con�ict over how the qualitative 
aspects of ERM and the quantitative 
implications of ERM are connected with 
each other. �is should be clari�ed here. A 
Risk pool of all potential risks is identi�ed 
through brainstorming, dialogues between 
management, consultants and various 
stakeholders. Each risk is mapped accord-
ingly in the capital modeling exercise and 
the quantitative impact of each risk is 
measured here. �is helps us to select and 
focus on the top risks to which we are 
vulnerable. Hence, both the qualitative and 
quantitative aspects are crucial for an 
e�ective ERM implementation because 
qualitative sets the spectrum of risks and 
quantitative helps to highlight the impor-
tant risks which the company is vulnerable 
to.

 Stress testing and preparing for worst 
case scenarios and what our contingency 
plans should be in such situations is need of 
the hour. Despite our emphasis on worst 
case risk measures, we are not here to sell 
pessimism to businesses. Too much focus 
on worst case brings about negativity in the 
mindset of management of the company 
which reduces our ability to e�ectively 
integrate ERM mindset. What we are here 
for is guided optimism. Guided optimism 
is what we mean when we say risk-adjusted 
performance. Knowing the risks but also 
the opportunities.

 Connecting it all together, unique 
advantages brought about by ERM on 
processes are highlighted and shown how 
it is ever more useful in bridging the 
communication gap between di�erent 
stakeholders. 

By Danish Ali

ENTERPRISE RISK 
DIALOGUE

BANKING

Journal of  The Institute of  Bankers Pakistan 29



BANK FRAUD
Should Your Business Pay the Price for

By Mujahid Abbas

s most businesses choose to do 
their banking online these days, 
there is a signi�cant question of 

who gets the responsibility of keeping it 
safe and secure. While most businesses 
rely on vendors to keep their banking 
transactions and money safe and �x 
problems, when they arise, who ultimately 
pays the price when fraud happens? In this 
digital age, hackers and security breaches 
are increasing in numbers. Should your 
business pay the price for bank fraud?

 �e answer to the question is most 
probably not, even though it is perfectly 
normal for businesses to feel they ought to be 
held responsible.

 Recent court rulings have suggested 
that banks need to show they have “reason-

able security measures” to protect their 
business customers. And this is still not 
quanti�able, what to speak of our country, 
even in advanced countries such as Ameri-
ca, no U.S federal standards yet neither 
exist for online banking security nor is 
there a federal data breach law that would 
cover business bank account breaches.

 While banks generally reimburse 
consumers for any the� related to person-
al credit cards and accounts that is not 
always or even typically the case with 
business accounts which don’t have the 
same protections. Online attacks against 
business are growing, yet there’s no clear 
demarcation line for liability.

 But most small �rms are convinced a 
cyber attack would simply never happen 

to them, despite the fact they hold higher 
sums held in their account than individu-
als, making them a target for criminals.

 Two-thirds of companies have 
internet-connected laptops and half allow 
IT-enabled mobile and remote working. 
Vital business data including con�dential 
customer, supplier and �nancial records as 
well as IP is stored and processed on 
computers. In this way hackers do their 
work.

 Ponemon Institute study found that 
the average cost to a company from a 
data breach is increasing. While it was 
$3.5 million an year ago, the increase 
compared to the preceding year is 15 
percent. “Evidence shows  small and 
medium sized businesses (SMBs) are 

more o�en becoming targets of online 
fraud because they are perceived as 
having valuable data and less sophisticat-
ed defenses”.

 Even if you are using top-brand 
antivirus and security so�ware for your 
banks and companies, you are still 
un-safe. While phishing attacks 
persist—which happen when an employ-
ee clicks on a rogue link in an email 
disguised as its bank or other trusted 
vendor and enters login or other 
sensitive information –the latest breach-
es are trickier. Say for instance, an 
employee is innocently sur�ng the web, 
encounters an insecure site and clicks on 
a link, a�er which a piece of malware is 
automatically downloaded to his 
computer. From there, the malware 
records keystrokes on the infected PC or 
device and recognizes when an individu-
al is logging onto a �nancial site. Once 
the login information is retrieved, 
hackers sell the data to large online 
criminal networks that quickly initiate 
the fraud; wire transfers stealing 

hundreds of thousands of dollars can 
occur in a few hours or even minutes. “At 
a small business, if the banking creden-
tials are hacked, by the time somebody 
notices the fraud, the money is long gone 
and o�en can’t be recovered.

So what’s a business to do?

�e �rst step is to accept that the business 
is ultimately responsible and that banks 
will not be there to clean up the mess. 
Now you can start to systematically think 
through where vulnerability exists, and 
what measures you can take to implement 
security controls and tighten up internal 
processes. Here are some ideas that will 
get your organization moving in the right 
direction.

Talk to your bank: 

Determine whomz1q at your bank is 
well-versed in access-control processes 
and security measures to protect business 
accounts. You might have to drill down a 
few levels to �nd the right person, but it’s 
worth the e�ort to understand exactly 
what your bank is doing on the security 
front and how they will help your 
business in the event of fraud? How do 
they protect wire transfers and do they 
use advanced encryption and o�er 
sophisticated multifactor authentication 
(MFA) tools to thwart hackers? Do they 
have anti-fraud so�ware to quickly 
detect suspicious activity and notify 
customers immediately? Do they ask for 
customer passwords over the phone, 
email or text? (�ey shouldn’t). Consid-
er that a smaller regional bank may have 
less sophisticated defenses than a major 
institution such as Standard Chartered, 
Barclays etc. 

Outsource and have experts do it for 
you.

Do not try to do everything yourself. 
While business owners can only do so 
much as to implement tight security 
measures and restrict access to privileged 
information, the bottom line is that a 
company’s security system should have 
sophisticated, state-of-line defenses.

And while this can be costly before, in this 
age of cloud computing, small business 
have no reason to even try to manage its 
own security systems much less network-
ing and other complex infrastructure 
components if they can outsource at a 
lower cost and have higher quality of 
service.

Quali�ed security experts will know 
exactly what you need based on your 

company’s industry and risk pro�le. 
Service providers can manage antivirus 
and other security technology updates, 
common areas of forgetfulness at small 
companies. Everything can be taken care 
of with less cost.  Keeping operations in 
house wouldn’t even run as great as 
compared to having security experts do it 
for you.

Use dedicated computing resources to 
access the bank:

Accessing online accounts from various 
computers increases the surface area for 
some kind of exploit to compromise the 
banking session. Browsers are hard to 
secure as users mix business and personal 
tasks at work and traditional antivirus 
products are not adept at identifying and 
thwarting the new class of exploits. But 
there are new technology solutions that 
run a dedicated browser within a secure 
sandbox to keep it separate from the rest 
of the machine. Some live on the user’s 
computer, but others run in the cloud and 
can be accessed from any device.

Control access to your sensitive data:

 Small companies, especially startups, 
tend to have an “open door” policy with 
respect to employees’ use of their informa-
tion systems. Yet there is no reason why 
anyone other than the CFO/Controller 
and the CEO need access to a company’s 
online �nancial accounts. Do not allow 
sharing of credentials (i.e. passwords) and 
keep employees educated about the latest 
hacking techniques and safe computing 
practices.

Purchase insurance:

 Some insurance companies o�er 
network security or privacy loss policies, 
which can help cover the loss as well as 

related expenses such as noti�cation costs, 
forensics research to investigate the 
incident, legal costs, and crisis manage-
ment/PR costs. Newer crime insurance 
policy endorsements can also cover digital 
the� and fraudulent transfers, and can 
reimburse the company for all or part of 
any �nancial loss from a cyber the� 
incident. Such policies are becoming more 
popular, and are not prohibitively expen-
sive for small businesses. �e insurance 
carrier might require a company to deploy 
particular technologies and processes to 
qualify. For many companies, the costs of 
insurance will more than o�set the�, if 
cyber criminals are able to siphon 
hundreds of thousands of dollars from 
your accounts. As more entities, including 
banks, ensure against cyber risks, 
uninsured SMBs may be exposed to 
“subrogation” claims in which insurers 
seek to recover costs from third parties 
whose actions contributed to the loss.

Develop a response plan: 

Every country or state may have di�erent 
laws regarding what companies are 

required to do in the event of a data 
breach, loss or privacy violation. For 
instance, you may have to notify custom-
ers within 24 hours of discovering a 
breach. Get your lawyers, insurance reps, 
IT contractors, business executives and 
PR people together to fashion a plan 
ahead of time, because speed is essential 
a�er an attack.

Advice to businesses on how to take 
steps to avoid becoming a victim of 
remote purchase fraud-

•

•

•

•

•

At the end…�e burden is yours

Su�ce to say, the burden is largely on the 
small business owner today to protect 
their companies from attack and utter 
destruction by cyber criminals. A preven-
tion program including regularly educat-
ing employees, insurance) is the best way 
to avoid incidents and minimize loss. 
Even if a bank agrees to reimburse your 
business for some of the loss, it can take 
years to see a check. For some companies, 
that will be too late.
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cover business bank account breaches.

 While banks generally reimburse 
consumers for any the� related to person-
al credit cards and accounts that is not 
always or even typically the case with 
business accounts which don’t have the 
same protections. Online attacks against 
business are growing, yet there’s no clear 
demarcation line for liability.

 But most small �rms are convinced a 
cyber attack would simply never happen 

to them, despite the fact they hold higher 
sums held in their account than individu-
als, making them a target for criminals.

 Two-thirds of companies have 
internet-connected laptops and half allow 
IT-enabled mobile and remote working. 
Vital business data including con�dential 
customer, supplier and �nancial records as 
well as IP is stored and processed on 
computers. In this way hackers do their 
work.

 Ponemon Institute study found that 
the average cost to a company from a 
data breach is increasing. While it was 
$3.5 million an year ago, the increase 
compared to the preceding year is 15 
percent. “Evidence shows  small and 
medium sized businesses (SMBs) are 

more o�en becoming targets of online 
fraud because they are perceived as 
having valuable data and less sophisticat-
ed defenses”.

 Even if you are using top-brand 
antivirus and security so�ware for your 
banks and companies, you are still 
un-safe. While phishing attacks 
persist—which happen when an employ-
ee clicks on a rogue link in an email 
disguised as its bank or other trusted 
vendor and enters login or other 
sensitive information –the latest breach-
es are trickier. Say for instance, an 
employee is innocently sur�ng the web, 
encounters an insecure site and clicks on 
a link, a�er which a piece of malware is 
automatically downloaded to his 
computer. From there, the malware 
records keystrokes on the infected PC or 
device and recognizes when an individu-
al is logging onto a �nancial site. Once 
the login information is retrieved, 
hackers sell the data to large online 
criminal networks that quickly initiate 
the fraud; wire transfers stealing 

hundreds of thousands of dollars can 
occur in a few hours or even minutes. “At 
a small business, if the banking creden-
tials are hacked, by the time somebody 
notices the fraud, the money is long gone 
and o�en can’t be recovered.

So what’s a business to do?

�e �rst step is to accept that the business 
is ultimately responsible and that banks 
will not be there to clean up the mess. 
Now you can start to systematically think 
through where vulnerability exists, and 
what measures you can take to implement 
security controls and tighten up internal 
processes. Here are some ideas that will 
get your organization moving in the right 
direction.

Talk to your bank: 

Determine whomz1q at your bank is 
well-versed in access-control processes 
and security measures to protect business 
accounts. You might have to drill down a 
few levels to �nd the right person, but it’s 
worth the e�ort to understand exactly 
what your bank is doing on the security 
front and how they will help your 
business in the event of fraud? How do 
they protect wire transfers and do they 
use advanced encryption and o�er 
sophisticated multifactor authentication 
(MFA) tools to thwart hackers? Do they 
have anti-fraud so�ware to quickly 
detect suspicious activity and notify 
customers immediately? Do they ask for 
customer passwords over the phone, 
email or text? (�ey shouldn’t). Consid-
er that a smaller regional bank may have 
less sophisticated defenses than a major 
institution such as Standard Chartered, 
Barclays etc. 

Outsource and have experts do it for 
you.

Do not try to do everything yourself. 
While business owners can only do so 
much as to implement tight security 
measures and restrict access to privileged 
information, the bottom line is that a 
company’s security system should have 
sophisticated, state-of-line defenses.

And while this can be costly before, in this 
age of cloud computing, small business 
have no reason to even try to manage its 
own security systems much less network-
ing and other complex infrastructure 
components if they can outsource at a 
lower cost and have higher quality of 
service.

Quali�ed security experts will know 
exactly what you need based on your 

company’s industry and risk pro�le. 
Service providers can manage antivirus 
and other security technology updates, 
common areas of forgetfulness at small 
companies. Everything can be taken care 
of with less cost.  Keeping operations in 
house wouldn’t even run as great as 
compared to having security experts do it 
for you.

Use dedicated computing resources to 
access the bank:

Accessing online accounts from various 
computers increases the surface area for 
some kind of exploit to compromise the 
banking session. Browsers are hard to 
secure as users mix business and personal 
tasks at work and traditional antivirus 
products are not adept at identifying and 
thwarting the new class of exploits. But 
there are new technology solutions that 
run a dedicated browser within a secure 
sandbox to keep it separate from the rest 
of the machine. Some live on the user’s 
computer, but others run in the cloud and 
can be accessed from any device.

Control access to your sensitive data:

 Small companies, especially startups, 
tend to have an “open door” policy with 
respect to employees’ use of their informa-
tion systems. Yet there is no reason why 
anyone other than the CFO/Controller 
and the CEO need access to a company’s 
online �nancial accounts. Do not allow 
sharing of credentials (i.e. passwords) and 
keep employees educated about the latest 
hacking techniques and safe computing 
practices.

Purchase insurance:

 Some insurance companies o�er 
network security or privacy loss policies, 
which can help cover the loss as well as 

related expenses such as noti�cation costs, 
forensics research to investigate the 
incident, legal costs, and crisis manage-
ment/PR costs. Newer crime insurance 
policy endorsements can also cover digital 
the� and fraudulent transfers, and can 
reimburse the company for all or part of 
any �nancial loss from a cyber the� 
incident. Such policies are becoming more 
popular, and are not prohibitively expen-
sive for small businesses. �e insurance 
carrier might require a company to deploy 
particular technologies and processes to 
qualify. For many companies, the costs of 
insurance will more than o�set the�, if 
cyber criminals are able to siphon 
hundreds of thousands of dollars from 
your accounts. As more entities, including 
banks, ensure against cyber risks, 
uninsured SMBs may be exposed to 
“subrogation” claims in which insurers 
seek to recover costs from third parties 
whose actions contributed to the loss.

Develop a response plan: 

Every country or state may have di�erent 
laws regarding what companies are 

required to do in the event of a data 
breach, loss or privacy violation. For 
instance, you may have to notify custom-
ers within 24 hours of discovering a 
breach. Get your lawyers, insurance reps, 
IT contractors, business executives and 
PR people together to fashion a plan 
ahead of time, because speed is essential 
a�er an attack.

Advice to businesses on how to take 
steps to avoid becoming a victim of 
remote purchase fraud-

•

•

•

•

•

At the end…�e burden is yours

Su�ce to say, the burden is largely on the 
small business owner today to protect 
their companies from attack and utter 
destruction by cyber criminals. A preven-
tion program including regularly educat-
ing employees, insurance) is the best way 
to avoid incidents and minimize loss. 
Even if a bank agrees to reimburse your 
business for some of the loss, it can take 
years to see a check. For some companies, 
that will be too late.
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digital age, hackers and security breaches 
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have no reason to even try to manage its 
own security systems much less network-
ing and other complex infrastructure 
components if they can outsource at a 
lower cost and have higher quality of 
service.

Quali�ed security experts will know 
exactly what you need based on your 

company’s industry and risk pro�le. 
Service providers can manage antivirus 
and other security technology updates, 
common areas of forgetfulness at small 
companies. Everything can be taken care 
of with less cost.  Keeping operations in 
house wouldn’t even run as great as 
compared to having security experts do it 
for you.

Use dedicated computing resources to 
access the bank:

Accessing online accounts from various 
computers increases the surface area for 
some kind of exploit to compromise the 
banking session. Browsers are hard to 
secure as users mix business and personal 
tasks at work and traditional antivirus 
products are not adept at identifying and 
thwarting the new class of exploits. But 
there are new technology solutions that 
run a dedicated browser within a secure 
sandbox to keep it separate from the rest 
of the machine. Some live on the user’s 
computer, but others run in the cloud and 
can be accessed from any device.

Control access to your sensitive data:

 Small companies, especially startups, 
tend to have an “open door” policy with 
respect to employees’ use of their informa-
tion systems. Yet there is no reason why 
anyone other than the CFO/Controller 
and the CEO need access to a company’s 
online �nancial accounts. Do not allow 
sharing of credentials (i.e. passwords) and 
keep employees educated about the latest 
hacking techniques and safe computing 
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the� and fraudulent transfers, and can 
reimburse the company for all or part of 
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incident. Such policies are becoming more 
popular, and are not prohibitively expen-
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carrier might require a company to deploy 
particular technologies and processes to 
qualify. For many companies, the costs of 
insurance will more than o�set the�, if 
cyber criminals are able to siphon 
hundreds of thousands of dollars from 
your accounts. As more entities, including 
banks, ensure against cyber risks, 
uninsured SMBs may be exposed to 
“subrogation” claims in which insurers 
seek to recover costs from third parties 
whose actions contributed to the loss.

Develop a response plan: 

Every country or state may have di�erent 
laws regarding what companies are 

required to do in the event of a data 
breach, loss or privacy violation. For 
instance, you may have to notify custom-
ers within 24 hours of discovering a 
breach. Get your lawyers, insurance reps, 
IT contractors, business executives and 
PR people together to fashion a plan 
ahead of time, because speed is essential 
a�er an attack.
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own security systems much less network-
ing and other complex infrastructure 
components if they can outsource at a 
lower cost and have higher quality of 
service.

Quali�ed security experts will know 
exactly what you need based on your 

company’s industry and risk pro�le. 
Service providers can manage antivirus 
and other security technology updates, 
common areas of forgetfulness at small 
companies. Everything can be taken care 
of with less cost.  Keeping operations in 
house wouldn’t even run as great as 
compared to having security experts do it 
for you.

Use dedicated computing resources to 
access the bank:

Accessing online accounts from various 
computers increases the surface area for 
some kind of exploit to compromise the 
banking session. Browsers are hard to 
secure as users mix business and personal 
tasks at work and traditional antivirus 
products are not adept at identifying and 
thwarting the new class of exploits. But 
there are new technology solutions that 
run a dedicated browser within a secure 
sandbox to keep it separate from the rest 
of the machine. Some live on the user’s 
computer, but others run in the cloud and 
can be accessed from any device.

Control access to your sensitive data:

 Small companies, especially startups, 
tend to have an “open door” policy with 
respect to employees’ use of their informa-
tion systems. Yet there is no reason why 
anyone other than the CFO/Controller 
and the CEO need access to a company’s 
online �nancial accounts. Do not allow 
sharing of credentials (i.e. passwords) and 
keep employees educated about the latest 
hacking techniques and safe computing 
practices.

Purchase insurance:

 Some insurance companies o�er 
network security or privacy loss policies, 
which can help cover the loss as well as 

related expenses such as noti�cation costs, 
forensics research to investigate the 
incident, legal costs, and crisis manage-
ment/PR costs. Newer crime insurance 
policy endorsements can also cover digital 
the� and fraudulent transfers, and can 
reimburse the company for all or part of 
any �nancial loss from a cyber the� 
incident. Such policies are becoming more 
popular, and are not prohibitively expen-
sive for small businesses. �e insurance 
carrier might require a company to deploy 
particular technologies and processes to 
qualify. For many companies, the costs of 
insurance will more than o�set the�, if 
cyber criminals are able to siphon 
hundreds of thousands of dollars from 
your accounts. As more entities, including 
banks, ensure against cyber risks, 
uninsured SMBs may be exposed to 
“subrogation” claims in which insurers 
seek to recover costs from third parties 
whose actions contributed to the loss.

Develop a response plan: 

Every country or state may have di�erent 
laws regarding what companies are 

required to do in the event of a data 
breach, loss or privacy violation. For 
instance, you may have to notify custom-
ers within 24 hours of discovering a 
breach. Get your lawyers, insurance reps, 
IT contractors, business executives and 
PR people together to fashion a plan 
ahead of time, because speed is essential 
a�er an attack.

Advice to businesses on how to take 
steps to avoid becoming a victim of 
remote purchase fraud-

•

•

•

•

•

At the end…�e burden is yours

Su�ce to say, the burden is largely on the 
small business owner today to protect 
their companies from attack and utter 
destruction by cyber criminals. A preven-
tion program including regularly educat-
ing employees, insurance) is the best way 
to avoid incidents and minimize loss. 
Even if a bank agrees to reimburse your 
business for some of the loss, it can take 
years to see a check. For some companies, 
that will be too late.

“Two-thirds of companies have internet-connected laptops and half allow IT-
enabled mobile and remote working. Vital business data including con�dential 
customer, supplier and �nancial records as well as IP is stored and processed on 
computers. In this way hackers do their work”

s most businesses choose to do 
their banking online these days, 
there is a signi�cant question of 

who gets the responsibility of keeping it 
safe and secure. While most businesses 
rely on vendors to keep their banking 
transactions and money safe and �x 
problems, when they arise, who ultimately 
pays the price when fraud happens? In this 
digital age, hackers and security breaches 
are increasing in numbers. Should your 
business pay the price for bank fraud?

 �e answer to the question is most 
probably not, even though it is perfectly 
normal for businesses to feel they ought to be 
held responsible.

 Recent court rulings have suggested 
that banks need to show they have “reason-

able security measures” to protect their 
business customers. And this is still not 
quanti�able, what to speak of our country, 
even in advanced countries such as Ameri-
ca, no U.S federal standards yet neither 
exist for online banking security nor is 
there a federal data breach law that would 
cover business bank account breaches.

 While banks generally reimburse 
consumers for any the� related to person-
al credit cards and accounts that is not 
always or even typically the case with 
business accounts which don’t have the 
same protections. Online attacks against 
business are growing, yet there’s no clear 
demarcation line for liability.

 But most small �rms are convinced a 
cyber attack would simply never happen 

to them, despite the fact they hold higher 
sums held in their account than individu-
als, making them a target for criminals.

 Two-thirds of companies have 
internet-connected laptops and half allow 
IT-enabled mobile and remote working. 
Vital business data including con�dential 
customer, supplier and �nancial records as 
well as IP is stored and processed on 
computers. In this way hackers do their 
work.

 Ponemon Institute study found that 
the average cost to a company from a 
data breach is increasing. While it was 
$3.5 million an year ago, the increase 
compared to the preceding year is 15 
percent. “Evidence shows  small and 
medium sized businesses (SMBs) are 

more o�en becoming targets of online 
fraud because they are perceived as 
having valuable data and less sophisticat-
ed defenses”.

 Even if you are using top-brand 
antivirus and security so�ware for your 
banks and companies, you are still 
un-safe. While phishing attacks 
persist—which happen when an employ-
ee clicks on a rogue link in an email 
disguised as its bank or other trusted 
vendor and enters login or other 
sensitive information –the latest breach-
es are trickier. Say for instance, an 
employee is innocently sur�ng the web, 
encounters an insecure site and clicks on 
a link, a�er which a piece of malware is 
automatically downloaded to his 
computer. From there, the malware 
records keystrokes on the infected PC or 
device and recognizes when an individu-
al is logging onto a �nancial site. Once 
the login information is retrieved, 
hackers sell the data to large online 
criminal networks that quickly initiate 
the fraud; wire transfers stealing 

hundreds of thousands of dollars can 
occur in a few hours or even minutes. “At 
a small business, if the banking creden-
tials are hacked, by the time somebody 
notices the fraud, the money is long gone 
and o�en can’t be recovered.

So what’s a business to do?

�e �rst step is to accept that the business 
is ultimately responsible and that banks 
will not be there to clean up the mess. 
Now you can start to systematically think 
through where vulnerability exists, and 
what measures you can take to implement 
security controls and tighten up internal 
processes. Here are some ideas that will 
get your organization moving in the right 
direction.

Talk to your bank: 

Determine whomz1q at your bank is 
well-versed in access-control processes 
and security measures to protect business 
accounts. You might have to drill down a 
few levels to �nd the right person, but it’s 
worth the e�ort to understand exactly 
what your bank is doing on the security 
front and how they will help your 
business in the event of fraud? How do 
they protect wire transfers and do they 
use advanced encryption and o�er 
sophisticated multifactor authentication 
(MFA) tools to thwart hackers? Do they 
have anti-fraud so�ware to quickly 
detect suspicious activity and notify 
customers immediately? Do they ask for 
customer passwords over the phone, 
email or text? (�ey shouldn’t). Consid-
er that a smaller regional bank may have 
less sophisticated defenses than a major 
institution such as Standard Chartered, 
Barclays etc. 

Outsource and have experts do it for 
you.

Do not try to do everything yourself. 
While business owners can only do so 
much as to implement tight security 
measures and restrict access to privileged 
information, the bottom line is that a 
company’s security system should have 
sophisticated, state-of-line defenses.

And while this can be costly before, in this 
age of cloud computing, small business 
have no reason to even try to manage its 
own security systems much less network-
ing and other complex infrastructure 
components if they can outsource at a 
lower cost and have higher quality of 
service.

Quali�ed security experts will know 
exactly what you need based on your 

company’s industry and risk pro�le. 
Service providers can manage antivirus 
and other security technology updates, 
common areas of forgetfulness at small 
companies. Everything can be taken care 
of with less cost.  Keeping operations in 
house wouldn’t even run as great as 
compared to having security experts do it 
for you.

Use dedicated computing resources to 
access the bank:

Accessing online accounts from various 
computers increases the surface area for 
some kind of exploit to compromise the 
banking session. Browsers are hard to 
secure as users mix business and personal 
tasks at work and traditional antivirus 
products are not adept at identifying and 
thwarting the new class of exploits. But 
there are new technology solutions that 
run a dedicated browser within a secure 
sandbox to keep it separate from the rest 
of the machine. Some live on the user’s 
computer, but others run in the cloud and 
can be accessed from any device.

Control access to your sensitive data:

 Small companies, especially startups, 
tend to have an “open door” policy with 
respect to employees’ use of their informa-
tion systems. Yet there is no reason why 
anyone other than the CFO/Controller 
and the CEO need access to a company’s 
online �nancial accounts. Do not allow 
sharing of credentials (i.e. passwords) and 
keep employees educated about the latest 
hacking techniques and safe computing 
practices.

Purchase insurance:

 Some insurance companies o�er 
network security or privacy loss policies, 
which can help cover the loss as well as 

related expenses such as noti�cation costs, 
forensics research to investigate the 
incident, legal costs, and crisis manage-
ment/PR costs. Newer crime insurance 
policy endorsements can also cover digital 
the� and fraudulent transfers, and can 
reimburse the company for all or part of 
any �nancial loss from a cyber the� 
incident. Such policies are becoming more 
popular, and are not prohibitively expen-
sive for small businesses. �e insurance 
carrier might require a company to deploy 
particular technologies and processes to 
qualify. For many companies, the costs of 
insurance will more than o�set the�, if 
cyber criminals are able to siphon 
hundreds of thousands of dollars from 
your accounts. As more entities, including 
banks, ensure against cyber risks, 
uninsured SMBs may be exposed to 
“subrogation” claims in which insurers 
seek to recover costs from third parties 
whose actions contributed to the loss.

Develop a response plan: 

Every country or state may have di�erent 
laws regarding what companies are 

required to do in the event of a data 
breach, loss or privacy violation. For 
instance, you may have to notify custom-
ers within 24 hours of discovering a 
breach. Get your lawyers, insurance reps, 
IT contractors, business executives and 
PR people together to fashion a plan 
ahead of time, because speed is essential 
a�er an attack.

Advice to businesses on how to take 
steps to avoid becoming a victim of 
remote purchase fraud-

•

•

•

•

•

At the end…�e burden is yours

Su�ce to say, the burden is largely on the 
small business owner today to protect 
their companies from attack and utter 
destruction by cyber criminals. A preven-
tion program including regularly educat-
ing employees, insurance) is the best way 
to avoid incidents and minimize loss. 
Even if a bank agrees to reimburse your 
business for some of the loss, it can take 
years to see a check. For some companies, 
that will be too late.

“Two-thirds of companies have internet-connected laptops and half allow IT-
enabled mobile and remote working. Vital business data including con�dential 
customer, supplier and �nancial records as well as IP is stored and processed on 
computers. In this way hackers do their work”
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s most businesses choose to do 
their banking online these days, 
there is a signi�cant question of 

who gets the responsibility of keeping it 
safe and secure. While most businesses 
rely on vendors to keep their banking 
transactions and money safe and �x 
problems, when they arise, who ultimately 
pays the price when fraud happens? In this 
digital age, hackers and security breaches 
are increasing in numbers. Should your 
business pay the price for bank fraud?

 �e answer to the question is most 
probably not, even though it is perfectly 
normal for businesses to feel they ought to be 
held responsible.

 Recent court rulings have suggested 
that banks need to show they have “reason-

able security measures” to protect their 
business customers. And this is still not 
quanti�able, what to speak of our country, 
even in advanced countries such as Ameri-
ca, no U.S federal standards yet neither 
exist for online banking security nor is 
there a federal data breach law that would 
cover business bank account breaches.

 While banks generally reimburse 
consumers for any the� related to person-
al credit cards and accounts that is not 
always or even typically the case with 
business accounts which don’t have the 
same protections. Online attacks against 
business are growing, yet there’s no clear 
demarcation line for liability.

 But most small �rms are convinced a 
cyber attack would simply never happen 

to them, despite the fact they hold higher 
sums held in their account than individu-
als, making them a target for criminals.

 Two-thirds of companies have 
internet-connected laptops and half allow 
IT-enabled mobile and remote working. 
Vital business data including con�dential 
customer, supplier and �nancial records as 
well as IP is stored and processed on 
computers. In this way hackers do their 
work.

 Ponemon Institute study found that 
the average cost to a company from a 
data breach is increasing. While it was 
$3.5 million an year ago, the increase 
compared to the preceding year is 15 
percent. “Evidence shows  small and 
medium sized businesses (SMBs) are 

more o�en becoming targets of online 
fraud because they are perceived as 
having valuable data and less sophisticat-
ed defenses”.

 Even if you are using top-brand 
antivirus and security so�ware for your 
banks and companies, you are still 
un-safe. While phishing attacks 
persist—which happen when an employ-
ee clicks on a rogue link in an email 
disguised as its bank or other trusted 
vendor and enters login or other 
sensitive information –the latest breach-
es are trickier. Say for instance, an 
employee is innocently sur�ng the web, 
encounters an insecure site and clicks on 
a link, a�er which a piece of malware is 
automatically downloaded to his 
computer. From there, the malware 
records keystrokes on the infected PC or 
device and recognizes when an individu-
al is logging onto a �nancial site. Once 
the login information is retrieved, 
hackers sell the data to large online 
criminal networks that quickly initiate 
the fraud; wire transfers stealing 

hundreds of thousands of dollars can 
occur in a few hours or even minutes. “At 
a small business, if the banking creden-
tials are hacked, by the time somebody 
notices the fraud, the money is long gone 
and o�en can’t be recovered.

So what’s a business to do?

�e �rst step is to accept that the business 
is ultimately responsible and that banks 
will not be there to clean up the mess. 
Now you can start to systematically think 
through where vulnerability exists, and 
what measures you can take to implement 
security controls and tighten up internal 
processes. Here are some ideas that will 
get your organization moving in the right 
direction.

Talk to your bank: 

Determine whomz1q at your bank is 
well-versed in access-control processes 
and security measures to protect business 
accounts. You might have to drill down a 
few levels to �nd the right person, but it’s 
worth the e�ort to understand exactly 
what your bank is doing on the security 
front and how they will help your 
business in the event of fraud? How do 
they protect wire transfers and do they 
use advanced encryption and o�er 
sophisticated multifactor authentication 
(MFA) tools to thwart hackers? Do they 
have anti-fraud so�ware to quickly 
detect suspicious activity and notify 
customers immediately? Do they ask for 
customer passwords over the phone, 
email or text? (�ey shouldn’t). Consid-
er that a smaller regional bank may have 
less sophisticated defenses than a major 
institution such as Standard Chartered, 
Barclays etc. 

Outsource and have experts do it for 
you.

Do not try to do everything yourself. 
While business owners can only do so 
much as to implement tight security 
measures and restrict access to privileged 
information, the bottom line is that a 
company’s security system should have 
sophisticated, state-of-line defenses.

And while this can be costly before, in this 
age of cloud computing, small business 
have no reason to even try to manage its 
own security systems much less network-
ing and other complex infrastructure 
components if they can outsource at a 
lower cost and have higher quality of 
service.

Quali�ed security experts will know 
exactly what you need based on your 

company’s industry and risk pro�le. 
Service providers can manage antivirus 
and other security technology updates, 
common areas of forgetfulness at small 
companies. Everything can be taken care 
of with less cost.  Keeping operations in 
house wouldn’t even run as great as 
compared to having security experts do it 
for you.

Use dedicated computing resources to 
access the bank:

Accessing online accounts from various 
computers increases the surface area for 
some kind of exploit to compromise the 
banking session. Browsers are hard to 
secure as users mix business and personal 
tasks at work and traditional antivirus 
products are not adept at identifying and 
thwarting the new class of exploits. But 
there are new technology solutions that 
run a dedicated browser within a secure 
sandbox to keep it separate from the rest 
of the machine. Some live on the user’s 
computer, but others run in the cloud and 
can be accessed from any device.

Control access to your sensitive data:

 Small companies, especially startups, 
tend to have an “open door” policy with 
respect to employees’ use of their informa-
tion systems. Yet there is no reason why 
anyone other than the CFO/Controller 
and the CEO need access to a company’s 
online �nancial accounts. Do not allow 
sharing of credentials (i.e. passwords) and 
keep employees educated about the latest 
hacking techniques and safe computing 
practices.

Purchase insurance:

 Some insurance companies o�er 
network security or privacy loss policies, 
which can help cover the loss as well as 

related expenses such as noti�cation costs, 
forensics research to investigate the 
incident, legal costs, and crisis manage-
ment/PR costs. Newer crime insurance 
policy endorsements can also cover digital 
the� and fraudulent transfers, and can 
reimburse the company for all or part of 
any �nancial loss from a cyber the� 
incident. Such policies are becoming more 
popular, and are not prohibitively expen-
sive for small businesses. �e insurance 
carrier might require a company to deploy 
particular technologies and processes to 
qualify. For many companies, the costs of 
insurance will more than o�set the�, if 
cyber criminals are able to siphon 
hundreds of thousands of dollars from 
your accounts. As more entities, including 
banks, ensure against cyber risks, 
uninsured SMBs may be exposed to 
“subrogation” claims in which insurers 
seek to recover costs from third parties 
whose actions contributed to the loss.

Develop a response plan: 

Every country or state may have di�erent 
laws regarding what companies are 

required to do in the event of a data 
breach, loss or privacy violation. For 
instance, you may have to notify custom-
ers within 24 hours of discovering a 
breach. Get your lawyers, insurance reps, 
IT contractors, business executives and 
PR people together to fashion a plan 
ahead of time, because speed is essential 
a�er an attack.

Advice to businesses on how to take 
steps to avoid becoming a victim of 
remote purchase fraud-

•

•

•

•

•

At the end…�e burden is yours

Su�ce to say, the burden is largely on the 
small business owner today to protect 
their companies from attack and utter 
destruction by cyber criminals. A preven-
tion program including regularly educat-
ing employees, insurance) is the best way 
to avoid incidents and minimize loss. 
Even if a bank agrees to reimburse your 
business for some of the loss, it can take 
years to see a check. For some companies, 
that will be too late.

Ask your bank or card processor about 
the online protection o�ered by card 
schemes, such as Veri�ed by Visa, 
Secure Code by MasterCard and 
American Express’ ‘Safe Key’, which 
help make transactions over the 
internet safer from the threat of fraud.

Know your customer: assess a custom-
er’s pro�le, order and delivery details 
before accepting a transaction.

Be wary of high value or unusual orders 
from customers you do not know, 

particularly if the product is easily 
resalable.

Use the banking industry’s Address 
Veri�cation Service, which compares 
the delivery address provided for the 
order with the billing address details for 
the payment card held by the card issuer.

Maintain a record of fraudulent 
accounts and transactions to prevent 
further breaches – fraudsters will 
continue to attack businesses until the 
window of opportunity is close.

“Accessing online 

accounts from 

various computers 

increases the 

surface area for 

some kind of exploit 

to compromise the 

banking session”

s most businesses choose to do 
their banking online these days, 
there is a signi�cant question of 

who gets the responsibility of keeping it 
safe and secure. While most businesses 
rely on vendors to keep their banking 
transactions and money safe and �x 
problems, when they arise, who ultimately 
pays the price when fraud happens? In this 
digital age, hackers and security breaches 
are increasing in numbers. Should your 
business pay the price for bank fraud?

 �e answer to the question is most 
probably not, even though it is perfectly 
normal for businesses to feel they ought to be 
held responsible.

 Recent court rulings have suggested 
that banks need to show they have “reason-

able security measures” to protect their 
business customers. And this is still not 
quanti�able, what to speak of our country, 
even in advanced countries such as Ameri-
ca, no U.S federal standards yet neither 
exist for online banking security nor is 
there a federal data breach law that would 
cover business bank account breaches.

 While banks generally reimburse 
consumers for any the� related to person-
al credit cards and accounts that is not 
always or even typically the case with 
business accounts which don’t have the 
same protections. Online attacks against 
business are growing, yet there’s no clear 
demarcation line for liability.

 But most small �rms are convinced a 
cyber attack would simply never happen 

to them, despite the fact they hold higher 
sums held in their account than individu-
als, making them a target for criminals.

 Two-thirds of companies have 
internet-connected laptops and half allow 
IT-enabled mobile and remote working. 
Vital business data including con�dential 
customer, supplier and �nancial records as 
well as IP is stored and processed on 
computers. In this way hackers do their 
work.

 Ponemon Institute study found that 
the average cost to a company from a 
data breach is increasing. While it was 
$3.5 million an year ago, the increase 
compared to the preceding year is 15 
percent. “Evidence shows  small and 
medium sized businesses (SMBs) are 

more o�en becoming targets of online 
fraud because they are perceived as 
having valuable data and less sophisticat-
ed defenses”.

 Even if you are using top-brand 
antivirus and security so�ware for your 
banks and companies, you are still 
un-safe. While phishing attacks 
persist—which happen when an employ-
ee clicks on a rogue link in an email 
disguised as its bank or other trusted 
vendor and enters login or other 
sensitive information –the latest breach-
es are trickier. Say for instance, an 
employee is innocently sur�ng the web, 
encounters an insecure site and clicks on 
a link, a�er which a piece of malware is 
automatically downloaded to his 
computer. From there, the malware 
records keystrokes on the infected PC or 
device and recognizes when an individu-
al is logging onto a �nancial site. Once 
the login information is retrieved, 
hackers sell the data to large online 
criminal networks that quickly initiate 
the fraud; wire transfers stealing 

hundreds of thousands of dollars can 
occur in a few hours or even minutes. “At 
a small business, if the banking creden-
tials are hacked, by the time somebody 
notices the fraud, the money is long gone 
and o�en can’t be recovered.

So what’s a business to do?

�e �rst step is to accept that the business 
is ultimately responsible and that banks 
will not be there to clean up the mess. 
Now you can start to systematically think 
through where vulnerability exists, and 
what measures you can take to implement 
security controls and tighten up internal 
processes. Here are some ideas that will 
get your organization moving in the right 
direction.

Talk to your bank: 

Determine whomz1q at your bank is 
well-versed in access-control processes 
and security measures to protect business 
accounts. You might have to drill down a 
few levels to �nd the right person, but it’s 
worth the e�ort to understand exactly 
what your bank is doing on the security 
front and how they will help your 
business in the event of fraud? How do 
they protect wire transfers and do they 
use advanced encryption and o�er 
sophisticated multifactor authentication 
(MFA) tools to thwart hackers? Do they 
have anti-fraud so�ware to quickly 
detect suspicious activity and notify 
customers immediately? Do they ask for 
customer passwords over the phone, 
email or text? (�ey shouldn’t). Consid-
er that a smaller regional bank may have 
less sophisticated defenses than a major 
institution such as Standard Chartered, 
Barclays etc. 

Outsource and have experts do it for 
you.

Do not try to do everything yourself. 
While business owners can only do so 
much as to implement tight security 
measures and restrict access to privileged 
information, the bottom line is that a 
company’s security system should have 
sophisticated, state-of-line defenses.

And while this can be costly before, in this 
age of cloud computing, small business 
have no reason to even try to manage its 
own security systems much less network-
ing and other complex infrastructure 
components if they can outsource at a 
lower cost and have higher quality of 
service.

Quali�ed security experts will know 
exactly what you need based on your 

company’s industry and risk pro�le. 
Service providers can manage antivirus 
and other security technology updates, 
common areas of forgetfulness at small 
companies. Everything can be taken care 
of with less cost.  Keeping operations in 
house wouldn’t even run as great as 
compared to having security experts do it 
for you.

Use dedicated computing resources to 
access the bank:

Accessing online accounts from various 
computers increases the surface area for 
some kind of exploit to compromise the 
banking session. Browsers are hard to 
secure as users mix business and personal 
tasks at work and traditional antivirus 
products are not adept at identifying and 
thwarting the new class of exploits. But 
there are new technology solutions that 
run a dedicated browser within a secure 
sandbox to keep it separate from the rest 
of the machine. Some live on the user’s 
computer, but others run in the cloud and 
can be accessed from any device.

Control access to your sensitive data:

 Small companies, especially startups, 
tend to have an “open door” policy with 
respect to employees’ use of their informa-
tion systems. Yet there is no reason why 
anyone other than the CFO/Controller 
and the CEO need access to a company’s 
online �nancial accounts. Do not allow 
sharing of credentials (i.e. passwords) and 
keep employees educated about the latest 
hacking techniques and safe computing 
practices.

Purchase insurance:

 Some insurance companies o�er 
network security or privacy loss policies, 
which can help cover the loss as well as 

related expenses such as noti�cation costs, 
forensics research to investigate the 
incident, legal costs, and crisis manage-
ment/PR costs. Newer crime insurance 
policy endorsements can also cover digital 
the� and fraudulent transfers, and can 
reimburse the company for all or part of 
any �nancial loss from a cyber the� 
incident. Such policies are becoming more 
popular, and are not prohibitively expen-
sive for small businesses. �e insurance 
carrier might require a company to deploy 
particular technologies and processes to 
qualify. For many companies, the costs of 
insurance will more than o�set the�, if 
cyber criminals are able to siphon 
hundreds of thousands of dollars from 
your accounts. As more entities, including 
banks, ensure against cyber risks, 
uninsured SMBs may be exposed to 
“subrogation” claims in which insurers 
seek to recover costs from third parties 
whose actions contributed to the loss.

Develop a response plan: 

Every country or state may have di�erent 
laws regarding what companies are 

required to do in the event of a data 
breach, loss or privacy violation. For 
instance, you may have to notify custom-
ers within 24 hours of discovering a 
breach. Get your lawyers, insurance reps, 
IT contractors, business executives and 
PR people together to fashion a plan 
ahead of time, because speed is essential 
a�er an attack.

Advice to businesses on how to take 
steps to avoid becoming a victim of 
remote purchase fraud-

•

•

•

•

•

At the end…�e burden is yours

Su�ce to say, the burden is largely on the 
small business owner today to protect 
their companies from attack and utter 
destruction by cyber criminals. A preven-
tion program including regularly educat-
ing employees, insurance) is the best way 
to avoid incidents and minimize loss. 
Even if a bank agrees to reimburse your 
business for some of the loss, it can take 
years to see a check. For some companies, 
that will be too late.

Ask your bank or card processor about 
the online protection o�ered by card 
schemes, such as Veri�ed by Visa, 
Secure Code by MasterCard and 
American Express’ ‘Safe Key’, which 
help make transactions over the 
internet safer from the threat of fraud.

Know your customer: assess a custom-
er’s pro�le, order and delivery details 
before accepting a transaction.

Be wary of high value or unusual orders 
from customers you do not know, 

particularly if the product is easily 
resalable.

Use the banking industry’s Address 
Veri�cation Service, which compares 
the delivery address provided for the 
order with the billing address details for 
the payment card held by the card issuer.

Maintain a record of fraudulent 
accounts and transactions to prevent 
further breaches – fraudsters will 
continue to attack businesses until the 
window of opportunity is close.

“Accessing online 

accounts from 

various computers 

increases the 

surface area for 

some kind of exploit 

to compromise the 

banking session”

s most businesses choose to do 
their banking online these days, 
there is a signi�cant question of 

who gets the responsibility of keeping it 
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transactions and money safe and �x 
problems, when they arise, who ultimately 
pays the price when fraud happens? In this 
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are increasing in numbers. Should your 
business pay the price for bank fraud?
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able security measures” to protect their 
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ca, no U.S federal standards yet neither 
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 Two-thirds of companies have 
internet-connected laptops and half allow 
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un-safe. While phishing attacks 
persist—which happen when an employ-
ee clicks on a rogue link in an email 
disguised as its bank or other trusted 
vendor and enters login or other 
sensitive information –the latest breach-
es are trickier. Say for instance, an 
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Now you can start to systematically think 
through where vulnerability exists, and 
what measures you can take to implement 
security controls and tighten up internal 
processes. Here are some ideas that will 
get your organization moving in the right 
direction.

Talk to your bank: 

Determine whomz1q at your bank is 
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the delivery address provided for the 
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he Lehman Brothers 
debacle is just one of a long 
and growing list of recent 
business management 

scandals that now includes Arthur 
Andersen, Enron, Parmalat and Bernie 
Mado�. �e time has come to shi� 
from short-term gains at any cost, to a 
deeper, longer view of management 
ethics view point.  �e ethics must be 
taken into account because the whole 
theory of wealth maximization is about 
people and community welfare and 

dealing with people requires ethics. 
Business is not a machine; it is �rst and 
foremost a human construct. �ose 
who run business are free individuals 
who cooperate within an organization 
with common goal and the decisions 
and actions a manager takes have the 
potential to bene�t or hurt other 
people. �us, ethics is not an arti�cial 
add-on to business but an intrinsic 
aspect of good management. Compa-
nies should, therefore, resist seeing 
people as resources or just means for 

pro�t. Ethical management is about 
recognizing what people are, treating 
them accordingly and fostering their 
development.

Basic Ethical Requirements for Good 
Management

Ethics are embedded in management: 
�rst, through decision making; second, 
through the ideas that drive the practice 
of management; and third, through the 
moral character of the manager him or 

By Athar Hussain

In the first decade of the 21st century, many businesses learned firsthand the moral 
and financial risks of focusing exclusively on short-term financial gains. Just take the 
example of Lehman Brothers, which, after 158 years of successfully doing business, 
went bankrupt over the space of just one weekend.  The causes: mismanagement 
and a reckless disregard for moral hazard. The results: the worst global recession in 
decades.

herself. Making and acting on ethical 
decisions contribute to good manage-
ment in many ways, such as helping to 
humanize business, generating trust, 
fostering loyalty, encouraging responsi-
bility and helping to develop a strong 
moral culture.

 We may avoid complex philosophi-
cal discussions to present a way of 
thinking about ethics on very basic 
principles, such as the Golden Rule, 
which states that one should treat 
others as one would like to be treated 
oneself, and the Natural Moral Law 
which holds that certain rights or values 
are inherent to human nature and 
recognizable by human reason. Respect 
for human dignity is the main principle. 
�ree basic values and their corre-
sponding virtues are upheld as critical 
to ethical management: justice, truth-
fulness and intelligent love.

 Justice renders to each what is 
rightfully theirs. Truthfulness refers to 
the observance of truth in speech and 
behavior and a disposition to search for 
the truth. Intelligent love – understood 
as love driven by true knowledge of the 
real needs of the other – goes beyond 
justice and entails care and benevo-
lence.

What about E�ciency?

Ethics and e�ciency are intertwined. 
E�ciency depends on many factors, 

including technology and production 
processes but also on the willingness of 
those in an organization to work toward 
goals and cooperate with others. 
Underlying this willingness are trust 
and morale, which can be jeopardized if 
stakeholders feel manipulated, 
overlooked or treated unfairly. Having 
an ethical sense pushes one to act in the 
best way for the purpose of e�ciency. In 
turn, �rm e�ciency contributes to the 
common good. An e�cient use of 
resources provides material support to 
human life and makes economic goods 
more widely accessible.

 �rough increasing competitive-
ness, e�ciency also contributes to 
creating and preserving employment, 
thus helping to provide a livelihood for 
a greater number of people. �e Person, 
the organisation and the Common 
Good Business managers always face a 
trade-o� between generating pro�ts 
and being responsible to their �rm’s 
many stakeholders. Shareholders, 
employees, customers, suppliers and 
the local community all have a stake in 
the success or failure, sustainability or 
loss of the �rm. In a nutshell, while 
making a pro�t is necessary and impor-
tant, it is not the sole purpose of 
business.

 �e �rm contributes to the common 
good and to sustainable development. 
It does this by creating wealth and 
knowledge, by performing as a respon-

sible stakeholder and being a good 
corporate citizen. �is means seeking 
not only economic results, but also 
positive impacts on society and the 
environment. Sustainability should be 
integrated into all processes, products 
and activities.

Key Moral Competencies for           
Managers

Moral competencies, including charac-
ter and virtues, have a particular impor-
tance in leadership. Character shapes 
the vision, goals, strategies, perception 
and other key dimensions of the leader. 
It is the character through which leader-
ship is exercised. �e most important 
quality of a good leader is his or her 
willingness to serve others. �is 
requires concern for other people, 
helping them to achieve worthy objec-
tives. Other essential moral leadership 
skills are responsibility, honesty, 
loyalty, compassion, gratitude, solidari-
ty, courage, patience, constancy and 
integrity. 

 While ethics may not be a cure for 
all the ills a�ecting the economy, they 
are absolutely vital if we are one day to 
move beyond the current crisis to a 
sustainable recovery. By helping manag-
ers choose the best possible alternative 
in each situation, ethics o�er a sure path 
to better business practice, and even a 
better world.
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with common goal and the decisions 
and actions a manager takes have the 
potential to bene�t or hurt other 
people. �us, ethics is not an arti�cial 
add-on to business but an intrinsic 
aspect of good management. Compa-
nies should, therefore, resist seeing 
people as resources or just means for 

pro�t. Ethical management is about 
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Basic Ethical Requirements for Good 
Management

Ethics are embedded in management: 
�rst, through decision making; second, 
through the ideas that drive the practice 
of management; and third, through the 
moral character of the manager him or 
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example of Lehman Brothers, which, after 158 years of successfully doing business, 
went bankrupt over the space of just one weekend.  The causes: mismanagement 
and a reckless disregard for moral hazard. The results: the worst global recession in 
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herself. Making and acting on ethical 
decisions contribute to good manage-
ment in many ways, such as helping to 
humanize business, generating trust, 
fostering loyalty, encouraging responsi-
bility and helping to develop a strong 
moral culture.

 We may avoid complex philosophi-
cal discussions to present a way of 
thinking about ethics on very basic 
principles, such as the Golden Rule, 
which states that one should treat 
others as one would like to be treated 
oneself, and the Natural Moral Law 
which holds that certain rights or values 
are inherent to human nature and 
recognizable by human reason. Respect 
for human dignity is the main principle. 
�ree basic values and their corre-
sponding virtues are upheld as critical 
to ethical management: justice, truth-
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 Justice renders to each what is 
rightfully theirs. Truthfulness refers to 
the observance of truth in speech and 
behavior and a disposition to search for 
the truth. Intelligent love – understood 
as love driven by true knowledge of the 
real needs of the other – goes beyond 
justice and entails care and benevo-
lence.

What about E�ciency?

Ethics and e�ciency are intertwined. 
E�ciency depends on many factors, 

including technology and production 
processes but also on the willingness of 
those in an organization to work toward 
goals and cooperate with others. 
Underlying this willingness are trust 
and morale, which can be jeopardized if 
stakeholders feel manipulated, 
overlooked or treated unfairly. Having 
an ethical sense pushes one to act in the 
best way for the purpose of e�ciency. In 
turn, �rm e�ciency contributes to the 
common good. An e�cient use of 
resources provides material support to 
human life and makes economic goods 
more widely accessible.

 �rough increasing competitive-
ness, e�ciency also contributes to 
creating and preserving employment, 
thus helping to provide a livelihood for 
a greater number of people. �e Person, 
the organisation and the Common 
Good Business managers always face a 
trade-o� between generating pro�ts 
and being responsible to their �rm’s 
many stakeholders. Shareholders, 
employees, customers, suppliers and 
the local community all have a stake in 
the success or failure, sustainability or 
loss of the �rm. In a nutshell, while 
making a pro�t is necessary and impor-
tant, it is not the sole purpose of 
business.

 �e �rm contributes to the common 
good and to sustainable development. 
It does this by creating wealth and 
knowledge, by performing as a respon-

sible stakeholder and being a good 
corporate citizen. �is means seeking 
not only economic results, but also 
positive impacts on society and the 
environment. Sustainability should be 
integrated into all processes, products 
and activities.

Key Moral Competencies for           
Managers

Moral competencies, including charac-
ter and virtues, have a particular impor-
tance in leadership. Character shapes 
the vision, goals, strategies, perception 
and other key dimensions of the leader. 
It is the character through which leader-
ship is exercised. �e most important 
quality of a good leader is his or her 
willingness to serve others. �is 
requires concern for other people, 
helping them to achieve worthy objec-
tives. Other essential moral leadership 
skills are responsibility, honesty, 
loyalty, compassion, gratitude, solidari-
ty, courage, patience, constancy and 
integrity. 

 While ethics may not be a cure for 
all the ills a�ecting the economy, they 
are absolutely vital if we are one day to 
move beyond the current crisis to a 
sustainable recovery. By helping manag-
ers choose the best possible alternative 
in each situation, ethics o�er a sure path 
to better business practice, and even a 
better world.

PERSONAL & PROFESSIONAL DEVELOPMENT
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including technology and production 
processes but also on the willingness of 
those in an organization to work toward 
goals and cooperate with others. 
Underlying this willingness are trust 
and morale, which can be jeopardized if 
stakeholders feel manipulated, 
overlooked or treated unfairly. Having 
an ethical sense pushes one to act in the 
best way for the purpose of e�ciency. In 
turn, �rm e�ciency contributes to the 
common good. An e�cient use of 
resources provides material support to 
human life and makes economic goods 
more widely accessible.

 �rough increasing competitive-
ness, e�ciency also contributes to 
creating and preserving employment, 
thus helping to provide a livelihood for 
a greater number of people. �e Person, 
the organisation and the Common 
Good Business managers always face a 
trade-o� between generating pro�ts 
and being responsible to their �rm’s 
many stakeholders. Shareholders, 
employees, customers, suppliers and 
the local community all have a stake in 
the success or failure, sustainability or 
loss of the �rm. In a nutshell, while 
making a pro�t is necessary and impor-
tant, it is not the sole purpose of 
business.

 �e �rm contributes to the common 
good and to sustainable development. 
It does this by creating wealth and 
knowledge, by performing as a respon-

sible stakeholder and being a good 
corporate citizen. �is means seeking 
not only economic results, but also 
positive impacts on society and the 
environment. Sustainability should be 
integrated into all processes, products 
and activities.

Key Moral Competencies for           
Managers

Moral competencies, including charac-
ter and virtues, have a particular impor-
tance in leadership. Character shapes 
the vision, goals, strategies, perception 
and other key dimensions of the leader. 
It is the character through which leader-
ship is exercised. �e most important 
quality of a good leader is his or her 
willingness to serve others. �is 
requires concern for other people, 
helping them to achieve worthy objec-
tives. Other essential moral leadership 
skills are responsibility, honesty, 
loyalty, compassion, gratitude, solidari-
ty, courage, patience, constancy and 
integrity. 

 While ethics may not be a cure for 
all the ills a�ecting the economy, they 
are absolutely vital if we are one day to 
move beyond the current crisis to a 
sustainable recovery. By helping manag-
ers choose the best possible alternative 
in each situation, ethics o�er a sure path 
to better business practice, and even a 
better world.

“Ethics are embedded in 
management: first, through deci-

sion making; second, through the 
ideas that drive the practice of 

management; and third, through 
the moral character of the manager 

him or herself”
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Jokes Interesting Quotes
Two bankers are talking:

“How are you?”
“Very bad. Completely ruined. I wanted to   
commit suicide, but I couldn’t do it.”
“Why don’t you book yourself a contract   
killer?”
“How do I do that? I went bankrupt. I have   
no money.”
“Don’t worry. I will let you borrow.”

A man visits his bank manager and asks:

“How do I start a small business?”
The manager replies:
“Start a large one and wait six months.”

During a bank robbery, the Chief told the 
Sergeant to cover all exits so that the robbers 
could not get away. Ten minutes later, the 
Sergeant reports to the Chief:

“Sorry sir but they got away.”
The chief replies:
“I told you to cover all exits, didn’t I?”
“I did but they got away through the   
entrance.”

“Sometimes your best investments are the 
ones you don’t make” – Donald Triump

“The modern banking system manufacturers 
money out of nothing” – Josiah Stamp

“The safest way to double your money is to 
fold it over once and put it in your pocket.”  -  
Frank McKinney Hubbard

View on Banker
“Good bankers, like good tea, can only be 
appreciated when they are in hot water.” - 
Jaffar Hussein

“A father is a banker, provided by nature” – 
Unknown

HUMOR AND QUOTES
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