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IS Governance, Policies and Standards 
Q1. _______ enables controlling the access to the data in databases based on roles. 

A. Views 

B. Encryption 

C. Hashing 

D. Masking 

Q2. You are asked to conduct a penetration test for a company. You need to test the network 
for vulnerabilities against general and common exploits automatically. Which of the 
following tools would be effective to achieve the desired results? 

A. nmap 

B. Metasploit 

C. Nessus 

D. Snort 

Q3. Network-based Intrusion Detection Systems (NIDS) is ideally placed: 

A. On the network perimeter 

B. On network segments with business-critical systems 

C. At the Network Operations Center (NOC) 

D. With an external service provider 

Q4. You are an information security manager at ABC Company and recent audit reports 

revealed critical weaknesses in the IT systems. What report will be most effective in 
briefing the issues to the management? 

A.  Security Metrics Report 

B.  Risk Assessment Report 

C.  Business Impact Analysis 

D.  Security Investment Report 

Write your responses for questions 5 and 6 

Q5. What are the three categories of Physical security threats? Give a brief of each of 

them  

 

Q6. What are some common questions that organizations should ask when considering 

outsourcing information storage, processing, or transmission? 

 

 

 

 



Sample Questions for IS Governance  

Page 2 of 2 

 

Analytical Skills 
Q7. Pick the odd one out: 

A. Rabbit 

B. Bat 

C. Frog 

D. Mouse 

Write your response for question 8. 

Q8. Three directors of different departments of a Software solution company contested an 
election for chairmanship. They received 508, 462 and 620 votes respectively. What 

percentage of total votes did the winning director get? 

 

English 
Q9. Recyclable packaging should carry standard symbols __________________from and 

how it can be recycled. 

A. that show what the product is made 

B. that showing what the product had make 

C. that show what was the product are made 

D. that shows what was the products has made  

Q10. The foreign policy of Pakistan is primarily directed __________________________ 

seeking peace and stability through international cooperation.  

A. To the pursuit for national goals for 

B. At the pursuit to national goal to 

C. For the pursuit to national goal from 

D. To the pursuit to national goals of  

Q11. Write an essay on the following topic: 

Security Challenges in Branchless Banking 

 


